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Abstract: The cube attack is an algebraic cryptanalysis method introduced by Dinur and Shamir
at EUROCRYPT 2009, it aims to extract linear relations about secret variables from the targeted
primitives, and the difficulty is to find a good cube. Ultra-lightweight stream ciphers have the advan-
tages of high speed, low power consumption, easy to implement and so on. The market demand for
ultra-lightweight stream ciphers is very large, which makes the ultra-lightweight stream ciphers to be
more attractive. In 2015, Armknetcht et al. proposed a new design direction for lightweight stream
ciphers, with repeated use of initial key bits in each round of key stream bit generation. Based on this
idea, they proposed a new ultra-lightweight stream cipher named Sprout, with the internal state size
and the key size are both 80 bits. An ultra-lightweight stream cipher Fruit was designed by Ghafari et

al. in 2016 to reduce the internal state without harming its security against time-memory-data tradeoff

ek HIA: 2017-03-17  ERHM: 2017-12-04
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attack. This work applies the cube attack to round-reduced Fruit. We consider a few new ideas for
obtaining good cubes. The cube attack on round-reduced Fruit (83 rounds, up to 86 rounds) can
recover 17 bits of keys out of the 80-bit key, which is 2'7 times faster than exhaustive key search. The
linear polynomial is found to be only related to the last 17 bits of the key, no linear representation is
found in the first 63 bits of the key. This result is due to the round key function of the Fruit algorithm,
it is a good reference for the analysis of the round key function.

Key words: stream cipher; Fruit; Cube attack

1 5|8
Cube B3 TRESE M R0k Xds, 1 Dinur Al Shamir 4 2009 IR 2 i H W %
IR T s B R v st © SR, H R R R SR AR IR N A BRI GF(2)

EXRT R k (MEH) AR v (01 IV, B50) MEIR P(o, k), B P R#ss 28R
Cube, ## Cube KIFTE RN Plv, k) BEI%T k BHEKITRE, AR Cube HF%T k KK
JrRRAL, iSRRI k. Cube Iaiil IR 2 B0, X 4L 3 B A5 51 B0 40 BUb AUR, —
MR T T I RS, VI TR AR Trivium B8 B UM T Grain-128 B cTe @ &
KA Cube BTV H Fruit B 0k po T,

Fruit B % f Vahid Amin Ghafari 276 2016 4 tH 0 —NBERE SRR, AR H,
BRI IR T e IR R, BT AR 7E AT 65 SR A A0 B 4 P A3 B 732 BT I WSN, RFID 2%,
BAR DAL, & BT AN 5, R T o i R B 0 7 SR AR K, 7R3 2 H AR IR T Y ST
FREEE, W1 Grain @ Trivium @ LBlock 19, PRESENT LU Klein 02 2.

1999 £ NESSIE T H fJ: M S EREAE 2004 FEHEH eSTREAM [@1, 1200 H AL FEE AR R A P AN
7. 76 eSTREAM 55— B T Mt 34 NSRDEIE, (H AR Esik, G b HOsT ks
BT F—B B RS — BT S, B0 A Mickey 141 Grain-vi & A1 Trivium @ (34828, 44
T 35€ 2 L) B4 ) A R 5 B ek, e 7 5 R 5 - 75 B 0 /N ) ) SRR, (L0 7 3 S ) - 77
it - ST 32 (TMD) Beat (81 0 308 8 T U 2 A5 P BB K/ 5 R BTN 3, 30
R R TR Y T PR, 2015 4F, Armknetcht B8 28 \ kb i ki AR Y T B
BB, 75 HBERN T M ER A S ARBE S TMD 30if. Armknetcht 25 AU 4 A £E4) e A it i £
FiI, D0t SR, SO, MR T NS 3% Sprout 19 (iR 80 AR H, it
PR KM 80 FUAS, fH 4 AR Sprout Azz4r WL jRassn (B RiZAREE RATH T 8
BB B R, TR A, 2016 4F Hamann Z538H 7 Lizard B9 2o 120 £ i 4040
121 BLH P FBIRAS, Mikhalev 2632 H T Plantlet BY 2y 2 80 f1%47, LFSR fil NFSR A/ 5l
%9 61 F 40. Fruit B8+ EAR 12 5 T5x — 483, 3 HAGE Sprout MIZCd dE T 54 2 %6 55 61 iR 54,
R KA LFSR FH#Awisb 5 LFSR RG4S 0. MRIEMEH BT, Fruit HIE{EPT Cube X, TMD B
AL Grain 1 Sprout B 274,

ASCHIE BT H UH Cube Jilixt Fruit B E %A PES T, TEBENLEE Cube JiERISERE E3R
H A AL Cube MIZE R, EHTA S 2 Cube %33k Cube HFTARME, KT Cube H8 bR KM B %
HORI B0 2k P 1 A IO HE S R, 4275 348 Cube IR, ] Cube Jai i3 IRES Fruit 5
IR T 17 WA, H g RS2 N B A R 217 A

ASCEER RN R B S Fruit (0450, & —A Grain M2, S AS Cube Tt
i, 44T Cube Babif B pss B, Sl T Cube B 07 Fruit FIZI; &Ja BH % 430t F

Mgk

O == Y
2 Fruit /M8

X A% Fruit SRR B, Froit R R gn e mEl), s it it g
R AE PRAIE A RS R /N O [ I e e S TMD Moy, HLAHRIRAS 2 80 EUAE, i 43 LR MRS i 2 47 4%
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(LFSR) 1 37 LLFELEMERE N 27 /728 (NFSR) 4Lk, {4 80 Lh4F#4H K M 70 Lhprplsafb & IV 1
NEIN. ERFIERA K M IV 500 R iR 2 AT D=4 248 WRR S, RO T 224 iie WL, Bkt
BUWTREA K 0 HRES AT 2% JEH TV AREEA.

NG Fruit H0E, X —LR5F-S5 5 3.

t: BB

Ly : 3 ¢ 500 LFSRORE (I, lie41), -+ 5 Litaz))

Ni 55 ¢ B NFSRORE (ne, net1), -+ Netse))

Cr+ 7 HRFTEES (et oo, )

Ceo: 7 HlHHEE (], 8-, )

k: %5 (ko k1, -, k7o)

ki 5Bt R R RO A A

IV : %48 (vo,v1, -+ ,v69)

ze 0 Bt R RO B LR,

s Bl g |

B 1 A% Fruit #&

Figure 1 Structure of stream cipher Fruit

THEER: Fruit BER) 15 PUARTHEE i ST PR IR A 2, 7 LhARR - A1 8 LR Co, il T4
ke SRS, M 0 FFaaTHEL, i 1.
BEHREC BEHEB 6 LRFEHAER, HARBEN
ki = ksk(yre) © k(urrakp ® kigraz) @ kerrea) (1)

et s = (cocheheicics), y = (cheles), u = (chescs), p = (cheichescy), g = (cieheseach), r = (caciches).

LFSR: 43 HRrk it AL ar 128 S imt 2 T
Litgasy = f(Lt) = 1t @ leys) @ laris) @ Lii23) D lipros) D ltsn) (2)

NFSR: 37 LLHrAELR A % 77 28 S N B3 T 808 19 1 LBy, k7, 1, &2 NFSR I 16 Lbkr, K=
TAERN

N(t4+37) = k; Bl ® C%O @g(Nt)

=koldc’dn® N(t+10) B N(t+20) D N(t+12)N(t+3)
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DO (t4+14)N(t+25) D N(t+5)N(t+23) N (t+31) D N(t+8)N(¢+18)

D1 (14-28) T (£430) 1 (t+32) T (¢-+34) (3)

R R A5 R 2 1 LFSR 19 1 LURF, NFSR (9 7 HeRr SRt sms by S Blif5 31,
HitFaxh

2t = ne D Neerr) D ner13) D nr19) B N(er24) D N(er20) D Ner36) B N(ea3s) D he
= Nt D N(e47) D N(+13) D N(e+19) D N(e424) D N(t429) D N(¢+36)
On(e438) D N+ lt+15) D Lty l(t+22) @ Ne35)lcr2m)

Onet33)lie+11) D lige)le+33) L 442) (4)

SRR W IV BN 130 bokr TV, BIZE IV MBI N 1 Ebds 1 F0 9 Eb%F 0, 76 IV )G IR
fin 50 ks 0.
IV’ = 1000000000vgv1 - - - 6900 - - - 00

TEXTIEALMT L, 80 43540 K #\ LFSR M NFSR, K IR 37 HA4FHA NFSR Bl ng = ko, ny =
ki, -+ ,nse = kse, Tl T 43 LLHRFEAN LFSR Bl lo = kar, by = kas, -, laz = kro, BINTHEERISE 0, ¥]
Gk oy AN B L.

VIR —I B ER 2, RE IV KR35 LFSR F1 NFSR [ 15t

liprazy = 2 D vy @ f(Ly)
N(e437) = 2t D v Ok Ol ®ci’ D g(Ne)

ZMBENEAT 130 BN B, Bl R O B C. #RIY 1.

B BTN ¢ = 130 B A O 10 7 HEREITEUE, B NFSR [ 6 AR &R 2hn
B LFSR ) 1 Hﬁ%%ﬁﬁ&&ﬁéﬂﬁﬁ, Ap 0?30 = 774130,0%30 = n131,cf30 = n132,c?30 = n1337041130 =
N134, Ci3o = N13s, Cogo = l130, A2 l1z0 = 1, LRI EL 2 ®@ vp AS5 LFSR A1 NFSR HIRIR, 1% B
80 F4i AU I FE.

B I AE LT FE N 210(= 130 + 80) ¥, 2 )5 BD AT #y S A0 2¢, R RN WIIR ALY B AR oD
ZEEYN.

3 Cube ¥

Cube Zzili & 1 Dinur A1 Shamir U 7 2009 4 FIRE 2 F3E L — R T FCBOR AR 16 5 W S0 2 i
ik, HEMREREES. WEHEREBELEEE-ANRET, EEXT n MPRIEEM m ANAFEE
BRI Z I, F HAR S B & Ge15 B8 00 B9 i g
3.1 Cube XFHERHE

BELEZEHHESN FpT™ EXTREUZE & MAHTE o WRMZIRK P, k), H
k= (ki, ko, kn),v = (v1,v2, -, V), W& Al MERIEBR AT &, JH@E ) B AR H. 1)
WHRANE T AF LRI FE T = {ir,i2,--- 4} C{1,2,---,m}, & t1 = vi1vin -+ vy, AFRZIR
YRR :

P(Uhv?f" 7Um7k17k27"' 7kn) :tIPS(I)(')+Q(Ulvv27"' 7Um7k17k27"' 7kn) (5)

ﬁ‘*‘, Ps(z)(’) ':F'Z:/E\ tr '4:'5@”332%, Q(Ul,UQ, cr y Umy,y kl,kz, s ,kn) ':F'Z:/a\;ﬁﬁﬂﬁ tr ?%F,%Eﬁlﬁ
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ﬁj\'%ﬁ CI = {{UilviQ"'vil} g {U17v27"' ,Um}|ij € I7.] = 1727"' 7l} y‘j—‘/|\ l é& Cub97 )I_I\IJ
Cy| =211 J@h ¢ B AR, w R ) kR

> Pu,k) =Y trPsay() + > Qv k) (6)
Cr Cr Cr

st () KA, XA O F A TSR AT AT R4, 9 7 M e — A 0. st st (B)
BE AT & Flo\ O MZIR Psy (), XHRE O HIATFAR—RIL 0, I Pg(y () ML
ST k TR, B Ps () NBREZTIX, ¢, AW AT

Cube Hal BT AL AR B 1 ) & 2 ARALE:

S P(v,k) = Psry(+) mod 2 ()
Cr

5 1 P(k1, ko, ks, v1,v2,v3) = k1v1v2 + k3v1v2 + k1v1vs +v1ve + ke + 1, HH ki, ko, ks Fl v1, 02, v3
SRR AR ATFA R, 4 1 ={1,2}, M P(-) A5 fiEh:

P(k1, ko, ks, v1,v2,v3) = viva(k1 + ks + 1) + krvivs + k2 + 1
Cube %4 Cr = {(0,0,0), (0,1,0), (1,0,0), (1,1,0)}, Cube KA1 :

ZP(k‘l,kQ,k‘g,Ul,vz,vg) = PS(I)() = k1 —+ k‘g +1
Cr

3.2 Cube HHSTE

B F BHIM5#T, Cube Bt AWAM Be: WAL LR BORITE L N2 B B, TRALFERY BOZ — AN B 4 n
TR, B o DU R IR DOR RIS Rk RIATTAL R o RE IS B A, JH A2 HE Cube i3
HRL TN Py (-) RTRMAZR kRN, LM B & AR AT ZR o ME, L HF
RWE R AR k, BIAELRINE Cube M AR IRA, st () ATHIENN Psiy () BE AT 15 2]
RKTRAALE b LTI,

TRAL BB B : Wi BEALIERE (1 < ¢ < m) FFAE v PRENLIESRE —A ¢ 45T Cr, RIEIH) v H
AFRYEH 0, WIT Cr M TR Plo, k) JERFEE] Pory(k), 210 P%I)(k) BRI, %
AN NARE] T — NG Cube. HIWT Py (k) MIZIEYERH BLR 771 B2 BENLGERHA & H91H
z,y, B Ps(1y(0) + Psiry(x) + Ps(n (y) = Psery(x + ) BOLTTRERARIEN, 2 MR, X
R AR, BRIRR T 5 0 P (k) SRAERAERIMER A 277, 35 Py (k) it T 4N
RMFERE Py (k) KT k= (k1 ke, -+, kn) MEMEERR, & o Mk FIELENRN O, £ Cr |
3k Cube MBIMF Pg(ry(k) MIHHIN, 4 ki(i € {1,2,--- ,n}), v FRT Cr WEEM k FRT k MTE
ABEYN 0, £ C; b3k Cube AT L HINENAE k; BIRE (FE GF(2) ERIZAY 0 8L 1), Gtk n KEPAT
KAF Ps(ry (k) MEMERIR. TALBM BUR R IEICAF o HARRAEHRI L% 2 ek ¢ T R EZ 8L
P2 BRI A 2L Cube.

TELINEE B BE: Bl # AL TAL B BORAFH9A 20 Cube EEAl i@ IS /E LN % A 24 Cube KA AT
BEAEL TRt n s 5 SROR AT 75 200k B 2 M, XA R 17— NRIETTRE, E AR A% Cube KA
R L LN TTRE, R METT R, e SR A% 5 R 4L RV AT P S0 7 B s R S AR
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Cube T —Rifife WELA]:

#i% 1 Cube HFHH %
Input: FRHE LA ZEHAR LR, Cube 8%, MEMAVEL, A—4E50F Cube MIFHRIKEL, FEHEN Cube

K
Output: KELE

1 TEEME

2 FEATFZEPHNIEREYILE Cube MYEH/NMOT =T EMEAVIEIFIEK Cube;
3 while %A X2 FE 24 £ Cube X2 do

4 for Bl —#44 T Cube #9F k% do

5 for &M MK AkHK do

6 if & then

7 if % Cube 43T Cube #9F &K% AL % £ K then
8 ‘ BEFIEFE—MZAEET 1) Cube JEAEL ML,

9 end

10 else

11 | s> Cube 4%

12 end

13 end

14 else

15 THRAE 2 IIAOC T R A2 & 1) R AL

16 if KT ZWATAH ZHKHH 0 then

17 ‘ HEHHEF— Cube 4E50 Cube FHAEL MM,

18 end

19 else

20 At 2R 1 22 T AR TR SN2 B 1) R AL LA A BE ) Cube $847;
21 JHERK Cube FUENY 1,

22 end

23 end

24 end

25 end

26 end

27 (ELRINE M B

28 for EAAREMN HZE4 Cube do

29 X Cube WIFTH FTREAEBEATEE LN A, FHRedi 45 Rk, BPRI4G311% Cube %R 281 22 102X (14 5L I 7 1 2

Tt

30 end

31 H IR R ITA T R T RRA, LTS RRAE R TR S R AR

4 Fruit A Cube K7

F Cube M 73 b7 2 R0 535 ¥ 9 B 10 8502 T 3R B4 1978 2L Cube, {18 Cube M4ERURTTRE/D, 12
BT R R EDIE MR HRATRE K, X2 Cube Bl B — RMEM. FRATEIL AR SCERAT LUREL, W E
KIF I BAS R IRIFLF ) Cube, K2 HU— WERD T B 5 ARESE # 73HT H R RN KA B2k 14 05 F2 (1 2565
EREEL. ARSCAE— M Cube B HUS I SEAT_E 2 H — SR T4 (487K 3R Cube, FFa T AR, BE
IRE R

7E Fruit BiEM Cube Wi, KRB R NANHYH K = (ko, k1, -, ko), AF LR AYIBI
IV = (vo,v1, - - - ,ve9). TERENLIEZR AR EIRA TR 0T i — L8 E R4 2L Cube:

1. &R 6 4L Cube. X2 HALAEMEIN, TEHKZEGET KU Cube [1)— LR 44
¥, FRE A BT 48 Cube AR,

2. TECIRBIAIA R Cube KIZERE LI 1 ANATE Cube HRT TV 28R HIWE B2 —ANE 2L Cube,
FFEE T LI 2 A8k 3 ANAE Cube 1 TV A
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3. FECHKRBIMA R Cube Hig#E 1 4> Cube ZEFIWHZ B WL —MER Cube, [FFEH AT AR 2
AL 3 4~ Cube A&,

4. KRB PTA AR Cube THIZRREE—MES, ZESN IV T, EILES EERAX
Cube.

T L X g8k, AIERENL Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz 8.00 GB ¥##5 F
i3 53 e o 2 3 LK

% 1 Fruit 49354 X Cube
Table 1 Some good Cubes of Fruit

BH Cube IE#R (#) ZitZm
58 0,9,37,46 (4)* kes
59 1,10,38,47 (4) kea
60 2,11,39,48 (4) Kes
73 15,24,52,61 (4) kg
74 16,25,53,62 (4) k79
73 15,24,52,61 (4)f k7s
83 15,24,52,61,64,66,68 (7) k7s
86 15,24,52,61,64,65,66,67,68,69 (10) krs
84 13,22,50,58,59,62,63,64,65,69 (10)* kre
82 13,22,50,56,58,59,61,62,63,67 (10) k76
82 13,22,50,58,59,61,62,63,64,65 (10) k7o

1 “” FoRiE PERE RN Cube, “t7 RIRFE Cube LI BB RH K Cube, “1” £/RTE Cube
A EIY R T A E] Cube.

Felleb 502 7 H B0 B 52 42 Cube. 474 17 A2 Cube, £ JiFiH 4 4 Cube 35
A, Ho 4 4L FRABAEM — AN 2 Cube; 28 47 £ 1E Cube(16,25,53,62) 1HAl3E N 3
N BEE B HH Cube, XL LA BN IV EHZR 10 48 Cube WEXEMEZ; H =474
Cube(13,22, 50,58, 59, 62,63, 64, 65,69) 1 (13,22, 50,56, 58,59,61,62,63,67) HIFTH 4L &K K T 5
{13, 22,50, 56, 58, 59, 61,62, 63, 64, 65, 67,69} RG] Cube(13,22,50,58,59,61, 62, 63, 64, 65).

Ml — TR RATR B Cube 3567, X013 91102 M 1A 20A R IF R BOBHE R, Cube ST
ARG 1 BB O R, AR R 15 20 28 M 7 BRI B i kAR B 1, HLZR M 2 T 1 25 R br 3
1, 4R Cube HFATHIRIRERIR 1 A X R AR 1 3B HEIC R, R W B3 2281 7 12 00 B ik AR A H
1IN AR IRAR R AE AL, BT 1 BOTEILAT DOR A . b AT B — NG AL Cube I AT LU H
SEARERAE 1 RJUMTHTI Cube &7 2L, 10k KMEIRIE 2 Cube M08 248, SohEEllh s =17t 84 % F0
82 % Cube HAEFH|—4 82 51 Cube(13, 22,50, 58,59, 61,62, 63, 64, 65) FHAE—M%A = LB,
K A1% Cube FIHEBESC RIS 1 (VTS IL T w2 T LIS 3] 85 1) Cube(16, 25, 53, 61, 62, 64, 65,66, 67, 68),
L2 5HEAMPA Cube HIEEUER .

IS S AR I, LIS HED RA PRI A, AR — BB N 2. Fruit £/ 80 W% K
A 70 LLAERRIIEILE R IV, N 0 TR S, W) K A1 IV [EKIEFR 2 B8 79 A1 69, X th2ifiHEx &
MIBR B2, 1 Cube fRARIAF] 69 Bk 2 W 2 SHTRARIA B 79 BHISHEDC RE L, RPN RRIEH
B 69 B 79 14 1 AR 0. 1 HIRATIERIAERBIMAIEL XA Y kes, kea, - -+, kro AK, BHRKIKT
ko, ki, , ke HIZMEFRIR.

BT _LBREERT, BATX 83 5 (B E AT E] 86 #8) Fruit  Cube MR 17 NEH, LHR
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TR T 27 R Aikd kD

% 2 A% Fruit 49 Cube XF4 E
Table 2 Results of Cube attack on round-reduced Fruit

B Cube 1E¥r (#) M 2
83 0,9,20,37,46,56,59,61,62,63,64,68 (12) ks
84 1,10,21,38,47,57,60,62,63,64,65,69 (12) Koa
83 2,11,13,23,33,34,35,39,40,48,59,61,62,69 (14) kes
83 3,12,23,33,34,35,40,49,59,61,62,69 (12) Koo
83 4,13,24,35,41,50,60,62,63,65,67 (11) ke
84 5,14,25,36,42,51,61,63,64,66,68 (11) kes
85 6,15,26,37,43,52,62,64,65,67,69 (11) keg
84 7,16,44,53,56,58,60,65,67,69 (10) Ko
84 8,17,28,45,54,63,64,67,69 (9) k71
84 9,18,46,54,55,58,60,65,67,69 (10) k7o
84 10,19,30,47,56,63,65,66,69 9) k73
85 11,20,48,57,60,61,62,63,64,65,66,68 (12) k74
86 12,21,49,58,61,62,63,64,65,66,67,69 (12) k75
85 13,22,33,50,59,64,66,68,69 (9) Eorg
86 14,23,25,51,52,60,64,65,66,67,68,69 (12) ks
86 15,24,52,61,64,65,66,67,68,69 (10) k7s
85 16,25,37,53,62,64,65,67,69 (9) Ko

5 B

ANEER T EREBERRZN Fruit LT Cube By, FET — Lo 15 ARV A E 45 /0 40 b7 i 5k
fil FoR1H 83 #& (Il 3 86 #2) Fruit 19 17 MEH. TP TIERERAMSITOAEMIS, DLAEH%
f Cube WHTIEWFF Fruit.
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