AR 1SSN 2095-7025  CN 10-1195/TN E-mail: jer@cacrnet.org.cn
Journal of Cryptologic Research,2014,1(1):100-110 http://www.jcr.cacrnet.org.cn
© CETaaR) iR ERBUITAT . Tel/Fax: +86-10-81033101

F ML R BB (8] - TG I h I U B R
ﬂ*%l ERE? %ﬁﬁl

1 iR HHLRE S EARFTHL, Jbat 100084
Z%ﬁ@hié%%@,m%6mM1
WiREE: T2405%, E-mail: yuhongbo@mail.tsinghua.edu.cn

W B FAIFRBEFTRANFAERAIETREMEORIK, dTLEHLGEmES 262
AT B AGAGE. % M sERIR G BAME 2k R BCRRAR P a4 B AP sk 2 1980 F
Martin Hellman #2649, & 88495 A4 FRa) A0l Aa it F A8 A e PR T, ETHEZ e r 8 it A R ey it B
Auur 4~ Philippe Oechslin 2 2003 532 i 498 $L & SR AR K 30IR A T B - Ak P s E o9 %, s 25
SRR AR B, KBRS ARSI KRR S T —F AR TRk 64 it 18] A4k o s Bt ik,
CRR T RS0 F k, BB AR ARRIE R R o)k E R KRA L E. B SR FHMK 4.12%
B, 4% & 0] 4K 86.21%, €& —FF AR B Ry R I 6) ik

X887 P E-AEdr S Bk LM-Hash; NT-Hash; 4% % 4%

RESESHES: TP309.7  CEAFRIZAD: A

rhocs RS WA, E PR, Tank. FETRUTLR I R -AE G ST TR B o B[], B AAAR, 2014, 1(1):
100-110.

G5 H#: Zheng Z X, Ji Q B, Yu H B. Faster cryptanalytic time-memory trade-off using rainbow table[J]. Journal
of Cryptologic Research, 2014, 1(1): 100-110.

Faster Cryptanalytic Time-memory Trade-off Using Rainbow Table

ZHENG Zhong-Xiang®, JI Qing-Bing?, YU Hong-Bo!

1. Center for Cryptology Study, Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China
2. Science and Technology on Communication Security Laboratory, Chengdu 610041, China
Corresponding author: YU Hong-Bo, E-mail: yuhongbo@mail.tsinghua.edu.cn

Abstract: A cryptographic hash function is a function that takes an arbitrary-length data and returns a
fixed-size digest. Hash functions are widely used in password authentication based on the one way property.
Many websites or servers save user passwords using a hash function. Time-memory trade-off attack was
presented by Martin Hellman in 1980. With limited storage and computing capacity, the attacker can get the
passwords in an acceptable period of time. In 2003, Philippe Oechslin proposed a more efficient method by
introducing a new table structure called rainbow table. Then, a number of improvements have been proposed
based on rainbow table. In this paper, we propose a faster cryptanalytic time-memory trade-off using rainbow
table based on probability statistics, which can greatly improve the searching efficiency with small losses of
success rate. The searching time will be reduced 86.21% compared with the original algorithm when the success
rate has a loss of 4.12%. The algorithm is a trade-off between efficiency and success rate.
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Table 1  Mapping relationship between 8 and g(6)
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R4 IRl 52 (%)
Table 4 Relationship between Py /Py , T/T and & by computing (%)

a Poc/Puc T/T a Poc/Puc T/

10 83.18 16.33 60 98.42 71.58
20 94.56 24,65 70 99.12 84.30
30 95.66 34.59 80 99.62 92.98
40 96.64 49.47 90 99.90 98.10
50 97.58 59.80 100 100.00 100.00
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Figure 4 Relationship between E/F’Suc ) f/T and « by computing(abscissa for « , ordinate for ratio)
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Table5 Relationship between P, /P,., T/T and a by experiments (%)

uc

a Poe/Puc T/T a Poo/Puc T/T

10 85.57 2.59 60 97.94 46.55
20 95.88 7.76 70 97.94 58.62
30 95.88 13.79 80 98.97 72.41
40 96.91 23.28 90 97.94 89.66
50 96.91 33.62 100 100.00 100.00
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