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Abstract: The widely acceptable standard security notion for public key encryption is IND-CCAZ2 security.
Many new attacking techniques are proposed in recent years, which impose new security requirements beyond
IND-CCAZ2. In this survey, we describe some recent appeared attacks, i.e., the Selective-Opening Attacks,
Key-Leakage Attacks, Key-Dependent Security, Key-Related Attacks and Randomness-Related Attacks. We show
how to formalize those attacks to get new security models and set up new security notions resisting those attacks.
The formalization of “Selective-Opening Attacks” gives the notion of “Simulation-based Selective Opening
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CCA2” (SIM-SO-CCAZ2) Security and “Indistinguishable-based Selective Opening CCA2” (IND-SO-CCA2);
The formalization of “Key-Leakage Attacks” gives the notion of “leakage-resilient CCA2” (LR-CCAZ2) Security;
The encryption of Key-dependent messages arouses the notion of “Key-Dependent Message CCA2”
(KDM-CCAZ2) security; The formalization of Key-Related Attacks gives the notion of “Key-Related CCA2”
(KR-CCAZ2) security; The “Randomness-Related Attacks” gives the notion of “Randomness-Related CCA2”
(RR-CCAZ2) security. In addition, we introduce the cryptographic primitives to achieve those security notions,
and the primitives include Cross-Authentication Codes, Hash Proof System, One-Time Lossy Filter, etc. We also
point out the challenges for the provable security of public-key encryption.

Key words:  public key encryption; provable security; CCA2 security

AN (public key encryption, PKE)& %4tk i EE I — 3%, fEf5 B LT AR ERE
FIHBA. 40 3 B 3%k B SC Bl B X 22427 (semantic security against adaptive chosen-ciphertext attacks),
SRR AT X 4w R R B85 S0 2 47 (IND-CCA2) B 48 1 ok 24 1 25 i Aw o s i B 780 T 11
IND-CCA2 %425 fE I BAR W 7 Z R R 35T &% 05 R F B 1R A B B SCEAT s, Bl Al
B CRFAPIR % SCHEAT AR . A RCT I Re 0 MRS BT T LA B H e 35 9B AH R] F Y S Mg A
M, 3RS L5 — AN I E AL, (R I ST R 3 i 5% S Al (decryption oracle). N #il S MLBENLIEFE— AN LE
5 b, X My FEAT 45 20 Pk S0 CFL T n I AR A TS ML BR CF AN AR AR B SCHAT R B IR 55 T8
TR AR TS MU B R RAE I C 25 My i 2 My IS, 0 SRAT B R 22 33 X I 1) (ppt) 1 8
FHEI b F Ty 0 W 2R DL AT 2N A EE R 12, A AT XA AN R A AR RIS R 2
IND-CCA2 %2 4.

S2HL IND-CCA2 224245 % it ] 7 12 Noar-Yung™ A FH HE A8 T 2 501 UAIE I (NI ZK) (1 195 1085 £ 1) 0535,
Cramer 1 Shoup®ffJ Universal Hash Proof System(HPS)J71%; Boneh, Cannetti, Halevi, Katz M I} 3% T & £
1)1 (identity based encryption, IBE)#Ji& 234305 (PKE) 11 (B)CHK J73; Peikeit 1 Waters® [ #5451 1 ] i
¥ (Lossy Trapdoor Function, LTDF)#Jit 52545,

WRFCT B A TS L, W) iR IND-CCA2 22 4xiBA6 4 IND-CPA ‘%24, U ST i) LAA ) fiff 2 11
SO, AR TE 2Pk A2 S0 1, W B2 4B A IND-CCAL 224, X 2248 MBSk 5 ik it 5
T M 424> (Semantic Security), B IEIE JiE 2245 (Non-Malleability Security). 454 CPA, CCAl, CCA2 =FhIit
i, IR At sE X IR 415 R th Watanabe 26017 PKC 2003 | i 4545 . LA 1.

SS-CCA2 IND-CCA2 NM-CCA2

SS-CCA1 NM-CCALl

IND-CPA

A1 AftesiXZmegkrl
Figure 1 Relation among the nine security notionst”
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BT, 3 S A AN ] X O 24 AN IR TAER T 1) CCA BBl F, =FARF KB
Ak XM, Rk, fEIE CCA2 Z4sh, AT S BEMRiR SIER IND-CCA2 %4, fEAH,
Syt kS W, AT CCA2 5k CCA.

2 ANAMNZERY IND-CCA K& U R FHBHFNFHENR
2.1 AtAMEZES IND-CCA &R %
— AN T RS =ANEE B A AR KeyGen (1*) — (pk,sk), NSk, it —xT

FHT (pk,sk); D% B0k Enc(pk, M:R) = C, S A2 4 pk AT SC M. LU BEHLA R, i HUHIRE 103 5 C; s
$13% Dec(sk,C) — M/.L, HiIAFAB] sk RIS C, 4t BT HEAL MIW1 S0 M B8 — /MR S 755 1

A1 MAmFEFERE
Table 1 Algorithms of a Public Key Encryption Scheme

WA SR I 5k g A

KeyGen(lk)—>(pk,sk) Enc(pk,M;R)—>C Dec(sk,C)—>M/L

HTAE CCA2 Hili F, 38 24y, A X2 FAS 0] I Jig 22 4 250 (). B AFRAT I A R B 1)
IND-CCA2(fjic i IND-CCA) %4, IND-CCA ‘2R R IR SZ U6 (84 FX 9 Game) K ZI ). sLi6 A —A4
Pk E M—A T

HILEWNB: it U FE 5 12 S KeyGen (1) — (p,sk) B ARABIRE, JF46 291 pk K 4
(GRS

BB 10 BTl 50 C, PRk 8 il 5% Dec(sk,C) —> M/ L 1[5,

BRARBT B T 1 Bl 2 AP BEAR 7] B 1 SC Mo, My, Bl BEALIG £ — > ELA b, T
INFEHEINEE My, 748186025 30 C=Enc(pk, My; R). Fhil i Pk 2 30 C RAT T
BB 2: FOT- A% 50 C, (A SE C = C™. Pl il iR 85 550k Dec(sk,C) - M/ L [BI52.
FERMBL: ST b M b

W ARCTHE R b = b, MIFN iR T IX A~ 556

B 2 PKE #) IND-CCA %3 B4 A AEA!
Figure 2 The IND-CCA experiment of PKE and the security model

EX 1 4E— N APINE 7 % PKE = (KeyGen, Enc, Dec). 1 AT 5% (K 22 1 i Tl (ppt) O s T ot
75 bk S50 PR RS LA T LA 2 e 3 12, B

Prob[b=b']-

%‘ =neg(k)
IB2IXA PKE J5 St /& IND-CCA [¥).
TSR LIRS h AT R I B 1 ARSI B 2, FR4 IND-CCA Z4miiB 4kl IND-CPA %4y, i L
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RS T LA RS B 1, ) IND-CCA “424x3iB 1Lk IND-CCAL.

2.2 IND-CCA 2RI ZIIK

1984 4, Goldwasser A1 Micali®H H! T LR hnas (0 A PIIN 50k, IR T8 e ke E X, M
BETF IR T AR T AIE W 224 (R0 i 2. A 2t R L 3RA8 T 2012 4R (1 K R 22

1990 4F, Naor il YungM™42H T CCAL Brili LUK Wi S8l IND-CCAL ¢4, LA (i e 4
o [F) — AN SCHEAT N, k23, FIPIA IND-CPA 224 B A BN 50 R — AN WA SCHEAT In 85 43 w4
B, (A B ST AR RS B2 AN IR B (NI ZK) >R 356 B P AN 5 SO S Rl — AN B S0 n#% . 1991 4F Rackoff il
SimonHH T CCA2 Xili, Jfd5th Noar-Yung (#1770 LY ESCHL IND-CCA2 %4, M3 NIZK B4
Simulation-Soundness 14 BIAT. {HUZ, TR B R AIVNIE A A SR SE I 792, FTLL Noar-Yung 77
W EAES M EEEZ 9ebr R X

1998 4, Cramer 1 Shoup 42 H K25 —AN S ) IND-CCA &4 AN )5 %, B8 T-2% ElGamal &
i, M2z 4 PEnI L2 A Decisional Diffie-Hellman(DDH) i 5. 2 J5, Cramer il Shoup! SC# H: it s ARY™
J& 4 Hash Proof System(HPS). L#4id PKE #7775 2 A F RSB HPS, —AM& smooth HPS, 55— &
2-universal HPS. Smooth HPS HI 7= A —AN— IR L% SR #E 55 BH 3¢, 1 2-universal HPS DU HH T4 A %5 S
EEE, FEFIXRhTE, wRARIE 22 APz I IND-CCA2 424 PKE: %:T Quadratic Residue {51, J&
T Decisional Composite Residue 1% 1145,

2006 4, Boneh, Cannetti, Halevi, KatzPPH i dnfaf i 1] 2 T £ 4 000 2 (1BE) #2351 0 % (PKE) 1
BCHK J5i%. fii% IBE =(IBE.Gen, IBE.Der, IBE.Enc, IBE.Dec) /& H 47 §51f) selective-ID fj CPA(IND-sID-
CPA)YZ AT St 7%, Hd IBE.Gen(lk) — (mpk, msk) 7 2E 22 IF 240 mpk F1 %8 mek, Mg
SRS T % mpk 4 A 3L N, IBE.Der(msk, ID) — SK p XHTE > 5 43 1D, A 32381 A L4
SKp; IBE (¥ 1% 53X IBEEnC(ID,M ) — ¢ %t A\ SH 37 S AN SC, 4 th AT LR 3 50 IBE (it o ik
IBE.Dec(SK 5, @) — M /L it N FA 5 185 SC K i i e 5200 1 S M B L A BRI — MR AR A4 T &
OTS=(OTSGen,OTSSign, OTS.Ver) )& 8™ /5710 OTS.Gen A 26 44 FAH AN GG IE 25 0T (sksig,vk). ]
INFA575 v 114 1D I SCHEAT AN 15 81 p=IBE.Enc(vk, M ), X} ¢ 347454475 5] o=0TSSign (skyy,¢). 4
DB AT B0 25 3 (VK, @, o). REEI, S8 vk B0 E28 4 10 IR Ao, A8 msk 75 21 35 40 sk, 5 A8
IBE.Dec(SK,,,¢) kS WISC. FTibjat (¥ PN A 7 G 22 2R 29 24 IBE 1) IND-SID-CPA 2 4l IR%5 4
Y NEIEVECE R
2.3 IND-CCA ££HIFIR

{H/&, IND-CCA “Z4H W FHIR &:

(1) LEBAULBR TP RIEF RN AEHTZH P GRS, RIS BRI NT 2 H

JHEAT B A2 5835 (corruption) Bl
(2) wABA BRI ELN BT A3 B (R AR A5 B AL PR+ 41 pk s TS ML, B T A 85 B UL AR %
MR%s (A2 TS HLR ) 2 Ah, BB TR sk e T E &,

(3) Pl 3 C FTnE A5 BARE A B4 S 5 U STITA 30 bR B0 £ (sk).

(4) BNAE Mg E L TP ALV sk B FH 512

(5) AHINE R HIBENLEL R ZEIEBHLIY.
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W £ A PR BEAT IS R R G R AR, AR RS 2 4 PERE I ZE R B AN AR R, SREX Y 28 4 SR i H
HERNE e, 2 5 2 JHIET, 2R J7 oA 2533 0 [ — A0 K% % S0E B Tk e
B ST . ) B SCAR AT R AR ORI, BT RE S TSI B, MRSELe Rk T E MG B, QG
SCHTRT R ER) I S RA R s A I BE AL A, kA, JAfE B U7k HRT H =, AR SGE I IR T
“HEWHEA MG R X — el BEABEM T, SO RE<did Cold-Boots Attack K73 I 4£fif
ERAERE A — 345 B, XT38 S 80T Hih w4 Bk,

24 FBEFEX

AR R AT B VLR T 3 S 1 2 AR, SHE R 2RI SHE AR THE &1
ok, BRI W LA .

(1) MIESALIREE TS P AT S nT Be oA 2 AN SAA, AT Z A BB (045 SARE W] RESE AR B OCHE.
T T DA e 2 B T B M 4% AR ST 5 B, [, B nl 849535 (corrupt) B 22 5 4 s
AR AT AR TR ] O B I AL A8 A 52 BTN Y28 IRAT SE AR BT 00 28 1B R PR 2 1K
FEM— AN ERIAIE PN Z 780 R AWM 240k, CEAREns b oo i R LW 7 15 1 IND-CCA
GARTEROGAET . Wl @R 2 R, SOBT B2 abs, BOvH s HE Sl ik BI)iX £e2z
AFRFR?

St T SR ) T R A TEBAT I R b S D R R RS TS Rk s S 5
RIBATIN, B9 0 B 1 PUARHE BT A W D) 2 AR BCH AN W0 B 19 re w105 1 Bty
(side channel attack) i A&t i SR Is AT i FE H (I () TR FE . D26V R FE G ) 2 A5 Bk s 0t
BT A, BT O S R gr. T LAESR, T B B4R T D FE 4 AT U (simple  power
analysis attacks, SPA)F1Z: 43 D64 #1 B (differential power analysis attacks, DPA) & Ji& b Z24H x5 B
ifi(zero-value attack), PJA7Xcidi(memory attack)®s. XS Bk A DAYk S (B4 2% 8H) 4 B 1. &4
1) 2 R S I PR B 22 A BRSO B IR ST 0 A, SN GPH B SO AN G 25 AT 45 L
A TELE TERE LT ok T 4oy R8s B, oA 7 HRAIX PP By, 3 o6 S A AT B A AL 3,
RRA T EIF A U RVEA G, DI R e R B 22 A k. XA i g vk HL AR AR S BT 1,
SUER O R I SRR (I BLels, ANEA — Mk, 0h 3T i SR FE A5 i B vl e o ek ).
WA AN A, AT NS F ot RE DUl (s Bt 2

(3) 1EMZALI A A ARG, O T ORI () e A, B — M 7 20 25 5 A7 A T e SR B B

oI A fig R R A AR RS TN H P A R B, A Windows R E RS ITHR AL

BitLocker AL IN RS, AR — R % 5 AR RER . SRR A Ak 2 7 A% A

i A BE, TMEASIE RSt (credential system)rlr, 24 T BilEF ¥ B CEN RIS A AR, &

GO AEA F P (2 AN TR FHAE R N33 (circular encryption) ) 7 vEREAT NS5 72 4%, IR — M RAEH S

WA T ITE A, TR R RERR S B B, I T SIS T RE 1 Ak

ik, HPE T RSN R IEAE D ANP [ F S 10T IND-CPA/CCA 22 4 R HIAN BE A ol X A I

O, WAt BTS2 IND-CPA/CCA 2243, AN GELR UL AL BH N 25 AL B 7 A 1) 85 SO0

BN &R LR, TERXFMEILT, R E TR 2R, W A T m e e e %

Rk,

(4) “BHA AT (related-key attack, RKA)E FL i —Ff i UL o U i Bk g vk, e [ RE v] RESE /e

NN RGBT DL R 2 2% P AL, e B e ) T X E AN S B A 1 A,

SR 5 WL SR RS IR AL BRI FE A s SRk R it R IR B A R R, R AN S A A,

(5) “BEHLEAH =T (randomness-related attack, RRA)NE & A 152530 5t i BER L BOA T 3

@
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o8, RN S S s SAEAN KR B ST e A B LEO R, ) B N S i AT e b, B
WA A R
RAGZ R A IR IEER] 2 PR T ANIR AR, IND-CCA 2 4xVEnS TS8P (G 22 U7 AR A5,
WAL E RS, LA TES BN (K 2 e 2RI AN K. DRI, 620 FFT el S R A R K
AN, E SOPTAE NI 2248 X, IFERTRL T X A I3 i AIBEAT ¥eit, APEIS FIEWIIL 2 4t

3 REFNAE

BAVRE AT AR TUROB B AT T UL IR, 25 AR IR e A X, 48 B IR v Tk,
3.1 EFBITHEI SO-CCAZRE

L#4i1 IND-CCA “ZARRUELL, XH IS0 &2 - 0, WG ERINEE), RIABIE
(corruption)Beity, Bll: BT Al LA HOEREFT FRMRLL s S0, IS SAHSCH I SCRIBEALEL. WL 3 Fi 4.

HNAF NG BTG A8 245 SCA R 2 SC ) 52 GRS BH SC 1) S PR 28 90 A1 0] LA T 48
SE)~ NI 8 25 S I o 1) — 00 AT B AH B (185 S J 8 Bkt I 1) B SCRTBAL AR O T LA 3G N b )
35 T WL (TR N B 2 W B i 2 S 1) b v ) 25 5C).

SO-CCA %2 5481 CCA Ml fANZ TiEBFIITIRE)), Bl CCA %M AHINEA—E
& SO-CCA LA, 41 CCA AR WIF Lk E o FET AR & X FH IND-CCA %24:
FEE TR LT M SIM-CCA i 4. T HW R 24 2% 1, Bl IND-CCA=SIM-CCA. [f#F,
SO-CCA HAPIFIE A E S HT AR E T IND-SO-CCA Z24=(& 3)FEE T & LT
SIM-SO-CCA 15 X 22 4(&] 4). IND-SO-CCA 8Kz AEEE ppt MENTGIE X 3 kbl A5 S ) £ I 0k BV 1)
FLIE WA SC 1) SR — A5 7T FF (60 A SC— 3500 T3 RAE W S i) A 3 LR W SC MR 23 A — a2 i
s 2R ALY, SIM-SO-CCA 15 U224 MIESK: ppt AR AT ATHSL K R AT LG — AN R s ST T
WA SC 45 B ppt B BLAR T 3. 1T SIM-SO-CCA AN B W SCHE R I3 A7 i) 4 MR R TR, o sl sz B,

VIR ol BT A5 BT KeyGen (1) - (p,sk) AHEI A TABIRE. 45241 pk BT
FEEWY B 10 HCT A C, HhHk TR 5% Dec(sk,C) > M /L IS,

SRR BE: T B SR T DL P TR MR 505 M, SR AR S A A PRt n A
) S K WS R (M, M), FE O SE I A B0 8 S (G, Cy), R
C, = Enc(pk, M, R, ). BH#H I A S R (C,,Cyo e, C, ) REATLT-

STFFVEL: TR D | S {120} ROELPRIH . hAL# FTTEA 1305 A3 (M, R ), -
Hok A B HLE F A O b. R b =1, WA SIS I (M-, M, ) AT TF IRBHLEE (R )., RI%4 T T
B b= 0, WIZER 5 (M, ), (OGLAN L T HEAE M AR 50 07 SRRE A S0 13 i B (M-, M), I
TSR R AT, XTI el BAH M =M,

FRAHYEL 2: W AW X C, MIEWE C ¢ [y, Cypoor,C, ). Hbll V8L FT 55 1% Dec(sk,C) — M/L [FI4L,
WWYr B BT A b [f b,

SRR b = b, WHA R T XA,

B 3 PKE # IND-SO-CCA %36 B AR % %A AR
Figure 3 The IND-SO-CCA experiment of PKE and the security model
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EX 2 4rE AN J7 % PKE = (KeyGen, Enc, Dec). U1 AT 5 I RE 2 22 5T I 1) (ppt) (F5CT fnk
L 3 Hh S A B 8 LA LS ) B /2, B

Prob[b=b'] —%‘ =neg (k)

IBAIXAS PKE J5 %l & IND-SO-CCA [

PKE ] SIM-SO-CCA AR /& B3 s ppt BT 1% Out, 5 BAR SIS THoF ppt 15 L2515
H Outg W FEATT X 4. Bk & AT —A ppt 15715 A ] 2005 R A 6 X 43 3 v A4 HH TR e 56 3 A
SIM-SO-CCA %A BERIAM WAL —ANFCTF NI A B% ) & ERST I SCRMBERLEL, DL iR
AT RGBT LL ppt V5T HORIOATAT 9 2, #aT DU — 4 HOB B BT T8 S0 ppt (i E A%
Sk, Bk, BESCm R, BRI DR B AN S A T T A RAT AT . WL 4.

SR il ST FARSR: Do
FIRRIYBE: bl #8514 B KeyGen (1) — (pk, sk) PIsTBE: Pl i e Bk R T
FIEVRRNGIAL. 5 20 ph AT PRI BL: ST PR AT LA R )
fREY B 10 BT 0w S0 C, ki o Sk HEZE A0 M Bl AR5 A 26 A0 A e 1 n A
Dec(sk,C)—»>M/L [a]5Z. WIS SC L (M, -, M, ).

PRERBTBY: FOT [ Bk 42— AT LU AR P14 2 4 A
M, P 5 ARR IR A0 A e B m AN S A e S ) TTFFB B (7 EBE B MEA | o {L2-n) Kk
(Mg, M,), JF 45 S0 I %5 4 80 40 R 1 5% 30 [ & Y BRI PR T TE N (0 9 5 4 4 )
(C.,.C,,--,C,), Hrh C, =Enc(pk, M ; R,). Bbi 2544 P i 35 3¢ (M), IRILA R T S

I B R T
REM B 2: FCT AW C, HERE C ¢(CC,0ee,C, ). W8 7S Outs.
bk VT 35 507 Dec(sk,C) > M/L [A15

FFFMB: BT A S | C{L2,n) REL M.
e 1T A 055 S0 AR B (MR, ) - B 44T I
M9 (M, R),, REATCT.

PR B 3 FCT AW L C, MR E C ¢(CLC,he-,Cy ).
Wbk T8 B0 Dec(sk,C) — M /L A5
BB T Out,.

(8) A F LR AR (b) F2AE ISR s AR

B 4 PKE # SIM-SO-CCA %3 B %4 42A
Figure 4 The SIM-SO-CCA experiments of PKE and the security model

EX 3 4 —AAYIIN T % PKE = (KeyGen, Enc, Dec). 1 SRAT: 5 (K 22 1 7] (ppt) ) X 43 4%
D ASAREX ) 4 FR AN SEIG A, R
|Prob[ D(Out,, ) =1]- Prob[ D(Outs ) =1] = neg(k)
U PKE 3 /2 SIM-SO-CCA %41,
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7F 2014 4F, Hofheniz A1 Rupp iE#W] 7 IND-SO-CCA %41k ™ #% & T IND-CCA ¢ 4:19 szap
IND-SO-CCA %41 77vk: W] LU ] Waters [i] Lossy Trapdoor Functions(LTDF)®+ABO-TDF+One Time
Signature JKHJiti CCA %4 PKE JEAH. T4 & RPkak s i g 240 &, Sl 2l All-but-NP2,
All-but-many lossy trapdoor function™ 4545 K, i H (#5275 2 4x1F B K ki % 5045 g lossy encryption, 1
HON 1] fif % oracle £X (1) %5 SCANJE lossy encryption, BETT RGN AA LI ST IR 4afif e, 5238 H I,
TEERFT ISR N, AR H— IR 4 R IGAEZ SO Ak, JRIRTE T, BN AT DOl ik #6471 1 Bk
3B S0 b 2844 BT R BEHLEC(RI 28 42 3 48), T Y36 G2 30, AR T WL b 43 2045 SS Bk A S
T A R AR PRI A ) ) — ARG 77 102 A8 €5 1 Hash 2R All-but-N(All-but-many) TDF ()45
A . Bellare Z57E SCHR[14]h 4 tH T Wi SEEL SIM-SO-CPA 22 4 26T B 4 i A F I 2%

S2HL SIM-SO-CCA 224t Bk e M I B . 76 A 8035 (PKE) J5 1T, Fehr(™®12% A 7 EuroCrypt 2010 4 Hi {if
FH 2-universal Hash Proof System (HPS)F14Z X A iEAG(Cross Authentication Codes) 454 528 SIM-SO-CCA
224, 7E PKC 2013, Huang 2510 2 4l 1928 SOATIE RS AS S LUGIE B T #4385 (¥ PKE (11 SIM-SO-CCA 2241k,
T SEBL— LRI SIM-SO-CCA %2 4x1) PKE NI F548 SERS. 7 INC0S2013 43 _F, Huang 251742y T
—ANIERAR GRS SCNIERS, s Zh & 52 T Fehr 258 A ZE EuroCrypt 2010 1 3L ¥) SIM-SO-CCA % AUEW]. £
ST B0 (05 (IBE) J7 T, BLAE ATAT IR 5 3 A0 VR BRI — LR 0 1BE. s RAZ SGAIE ok se B i8], —
LUARE B A BN 38 B Re R N LURE“ 1™ R — AN BV B 5L, TN L RE 0™ 2 BEATL 2% SC (BB tH 11 LT
AR A IEE ). BeAh, INEX — LhRe (1) 2% SR iR e 3 — AN %041, BRI E A SGAEIS . £
AN AR B0 o0 22 068 I8 148 ST 3 A8 SCAERS ARG A5 E — 2, A8 B [ FAIERF. SR FER A 2B 14 Quoting
Attack. IXFh ST VE i R R PR, A —F AT LA E] SIM-SO-CCA 224 il HI M.

32 MRS IND-LR-CCA ££

&4 1) IND-CCA AR BAH LG, BCFA R IIAE ), PIAETE R ARS8 % BH kR 1) — 2615 5.

TR BINAE BAHE: AP, Pk, MEmEHL. DU — DS PR TS L. Hoh, Phiis o
TN BALE (K FEEAH [0 10 A W S B LIZE H o 26453 21 ).

S EH MR 1) 22 A R SO R 2 WA A St R AR (bounded  model) A Bl 4 A A5 R (auxiliary  input
model). 747 SRR AL b, BN AT BL IS v i) S R TS LA e, SRS BRI f (sk). AH
&, BRI AT £, (k) TR sk 1015 AL sk (KA. ZERREN A AR, XF 1 (sk) 002
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Figure 5 The IND-LR-CCA experiment of PKE and the security model
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