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Abstract:  The security of traditional cryptographic primitive is based on the black-box attack model, in this
model, an adversary is given black-box (oracle) access to the functionality and has no idea about the
implementation details of the software. In theory, this model is rational if we ignore the information leakage from
implementations in the real-world. However, once a cryptosystem is implemented in software, information
leakage always happens and will result in stronger attacks. White-box attack is one of such attacks. It is different

with attacks defined in traditional cryptography, it assumes that the adversary has full control over the execution
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environment of application programs and has total visibility of the internal values of the software. Adversaries in
white-box attack context are much stronger than in black-box attack context, therefore, traditional cryptographic
primitives are fragile, secure cryptosystems are needed to resist such attacks. This paper introduces the original
idea and related notions of white-box cryptography, concludes the research status and development trends of
white-box basic theories and design techniques, and evaluates efficiency and security for the public white-box
cryptographic schemes. Also, this paper presents the application prospects of white-box cryptography and some
unresolved issues.

Key words:  white-box cryptography; obfuscation; black-box; white-box implementation; software-protection
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1 3

BEE R EHAR IR R R, B, TR, BEeFHE R TG CAMA TS, B, B, TR,
B S5 UG B0 &8, ek, Bai4M . LRERSMNEERAIIREMSM, AT
RV M MRk 2, AT B A R 1A FH A S A Al R0 w] 5. fildm, P e E CRINLEs BT
— N EAR I R ISR A, XA AR I A T RS BT R SR IR, A X R A (IS AT AR
AR AN, BRI R TR T Bk 2 (EE R T Re st P AR )2 0] WK, AbATR] LARZS 5k
PAFEYE L, FFE, TERAAERABWET SR EE R ARE WA, Bk, XXy S8R HRiETm
W MEhEEEE A BB F B AL, EFxtisr & s e B, ROTEXFENIEHER A&
.

[ & SO (R B L Chow 28 A7 2002 AEHR M, 33 5L = 0 5 R A 00w < 1 ik i g 1
A B A, 7F ABBe b, Boi s s 4% 4 (R0 N A FE 2 BB AT BRI 8 e s il g 1 5K
PERIPAT G RS B0RUR). At ] DLW TR RS AT (0 3 RBE R . A TE T 4. B T 5T 1 o i)
ZER . AT EMERA T UL KSR T RS AR, BodiaE v] DUYE ST (AT 0, AR LR Si 00 B Ay,
Xt Wi e 0 A R R BRI

H BT R AEAR PEAT 2 A T = A N B s g 2 4 . &3 v LAE E 2 man-at-the-end 2
o5, BRI BB B &%d A OllyDbg. IDA Pro. HexRays. HIEW. VMware 25, L3 €532 HE I
M) 23T DHREZM M 7 NG 15 70 b 2% 55 B8 I (side-channel attack)®™). B, A& 48 2500 B0EAE A &I
IR RE A, RARENETS. BTLL, AT RIEEA B A LR E L EIE NN . M. WIESD)
REMIE R A, 0 H AR TE O S TR B R RIIE 2 &V B A S0k 2 15 B 2 &R G i — AN E oK
R

AT R P A BB B BE RSB D&%, ORI ARE T A BENEEN A&
SEHM E R AR, CAEBEENOESIRE, BN BRSO &SRR ET R, I
B EEBEHET, AR FEL 0 D fe 8 R R By S ORIE 10 22 A MEAS ST AR, faln, Jn s kA B
RIFER AN DMEE . B8 5EA HHE LR i s,

M A S A SR s — P B IS 0L, € SESMEMFIEAFNZ, ER% I A & B
B WGE, ARG R—MENEE, AR CAERNEE LT O824 St it

E I B S 2 R AR S o S CL S A R SE B, in (A & AES SEEIM. (& DES 528l
Bl AR BRI RS 17 IS B R, IRl B3R 0077 50k 58 AR 7 BT, (673 3 &5 R g
MR BB R LMW, VAL S BRI EEENEE, DR A &Y. ERHEIHEY
AN VEIR H AT HA S A
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LA, AT BT A AP IV 2 A s T Oy ORAR B TG B A, (R e At
EHRFREME. BRILZ AN, IFBA AT AL A S s M B HOR, ERA5 SRR, RIS & 5k th v al
LA 3 B S 3 s e ok

AR T Ak 5 2 WA T AR IR AR =S B ENGE . SRS
R, 55 3 TAEE 4 355 LS T B GRS AE B T T A BOR SEBLT T ) — el WA FU i g, o ix s
BRI MANVEANY. 58 5 1T/ 2R 1 G B R A SE B (0 5L AN 3 i 2 A 5. 55 6 19 AT 423
HEAT 4.

2 AREBMERERMEXES

AHE, BATENBEAARMMS: BE NS SHEELEE ARG, B0 0RR T AmEmEm
YR AN & DA B S B A T ) B TR

Horp, R EHLGE T LA MR B &SR AR, SHMEEBGE S A S YGEA R AL, Rk
EDAE EOGR )M B, XM GRS EE BRI, (EZ B AT AL TR A S 1 S
o IRE B S & R R AR A AT, EURTE O I B & AL A T R E U R T IRVE
HA, BHE BT 5HEER
21 EBEFNKE

W T R AR RS 4 b BN AREAS B AR A AT DL SE LT R AR S5 1R B
B AR ZEBMAIPIT G, BRIV B INTET A 2B N R H, 75T 2R T 1
PATEF sEAMEEREe 1, Bk, BahFE PR AR S R, BT #eEE ENIN LT B,
M IB TS,

H AR E BT 7, A 7 YAE L s SR RIS (BRI BAR T — B AMbAF I
FEARFE R ) R, WA Be By y0. & Fh Gt « A@E NI . RIGHEA L SEANE . 3 R 2 ST &
X FRENEIRID T RS KRS, Bk, X8R HEEE 2 RS kR

ME GBI IR T UG B, E 2 ARG IR KRR &b, (B3l b, 1 HAEaEE. AT
A DLERfR N B S SGE BRI AU LR RN, BERERAE T EE BB,

22 EEERE

1995 4 Paul 7E SCHA[1S]H B4R 1 T I Z By, 33X AN B ARHE A 7] 26 A5 ~F 354 1R T 1) 22 7 SRt 2538 JR 46
PIRAT HEAT 700, TTTSRENELR 2545 8. X — R BE R 2 R S Bl B, BB ERE,
U TRT L IHE MM (SPA), 2253 THEE /S HT(DPA), FRLRE /T (EMA) LA K B i B0t 0145 45 5543 i el A ot A
K GV (Grey-box attack model). '&B-5 AR —F, RN EEEEPATH LM, ©
S ot U7 U AT LATE B B S B T A .

P o0 R AT DA R R

WREL RS R O EZEN, EEA KGRI R 2N, B EEPAT AR =L 1 HE
R AR R R AT . R, A r) S AEAN Re T B T 2 A S E E G, T E
WA RIS S E B B, mT DA, Rk B @il v AR 555 i i
23 RiE

TRE B AT AT RR 7 e e i 3 A AN W B A IR 7 g R, &l i 5 AR Y B 55 T AE F)
HIDIRE, HBAT %7 HASMBALFAEE S, ©n DRI PR MR T IEWIEAT, Uiik#Ess
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Br Wi TAEMENSEERRE. RERES A& H MR 3 TR 7L, HETE A 50t
o MR SRR, B R IR IE BORTE B A SRR i LB B BT, RIE BRI A
EEANEETR.

2000 4F, Hada 7E3CHR[17]H0 46 — W E MU 58 AR VR i (code obfuscation), T Barak 25 A\ 'IZE 2001 4
P TIRE I E MERE X, Canetti! A4 15 B8 ¥ (point function) W IRV HEAT T IERMIBF 7. — ki,
TRV I LR

EX 1RE#S(Obfuscator) —MEREIE O & —/NMEIESY, WHEH 2L =A%

(1) ThBe(Functionality—E R IFEF p, O(p) ik 15— MEFF, fEIIEE L5 p AAH.
AL P, EAXMERER p:|O(p)<P(p)

RS TR x, 7 p fEHt B&UE, 4 O(p) IRE P(t) P4 UL,
(3) ML G TE(Virtual Black Box Property)——HIE e U7 MG LT O(p), K& A REIE 315 ¢
THF p MAEMEE, BARGEA p KBS Vs in SRR R

it F-JR I (¥ F, Barak 25 NUSIZEABATT A SCRR AP H, AN BT AT (KRS 4102 1T DUEATIRR 1), AT R
i H B R #S3 FH FRJR VA 2% 2005 4F Goldwasser 25 AUV 5 4l B4 N 10 R 00 2B &0V 35 (virtual
black-box obfuscation with auxiliary input) {IHES:, RN H T S FIREG MW AT S5 18; 2013 4, Bitansky %
BV BB T s e Bl N 1) R0, 28 VR IR (1 75 2 45 R

{H M IETH 1 £ BE K, Canettil 76 1R I 1) 52 SCIE U 22 81, b L4 #£ 3 () DDH(Decisional Diffie-
Hellman assumption)Z8 B 15, $2 H 141X 5 bR 0% OIS 7775, 20044F Lynn5 NP5 1, 76 BEHL T &
PUBLRS R, 5 B 5 VR AT AR f67 S0 b P — AN BE AL 5 MR 523 WeePIZE B R (MBI T 4R H T —Fl S iR
IR, HAh g P e R IE 52 S 4 H T B 45 8.

REELZENTACEIS T — RIVNIIRER, A A &SRR AR AL 1522 2] (R, T

AR AR T IRE R IR RE.

FRitb 2 b, B S B InR SR B AR R 5 [F) 2 B B (homomorphic functions)?s 2 A2 2 {441 (oblivious

transfer)P B B A HIBLZ A, fhAl 12 (A1 56 R4 Frdt— B WL

(2) 213 (Polynomial slowdown)

, JRH, W

3 BAEFRELHTEMARER

TEREAE IR 877 T, Chow 25 ATE 2002 £ S5 32t A £ 405 FRE%(White-Box Attack Context)IHES:, il
TR

(1) 7 AR BGE A 5 %R A L — AN, Bk 5 200 Bk AT 76 42 R LAV 1),

(2) BHASPAT (5 A (1085 51— ) =2 T LWL ).

(3) BB EIE M A TR AH Y 2 58 A T AN AT AR .

R, 1% T A &2 FEME(white-box  diversity)Fl A &5 R & (white-box ambiguity) M2k %1
) B SE I 2 A, U BT T R R XA R A K.

16 B A i 8 5 SE U5 T, Amitabh Saxena. Brecht Wyseur 25 APUZE 2008 45 T A &M
(White-box Property) #IHES:, JF BARATIE B T H BB AT e A 1T B2 1) 25 3 ((Im)possibility Results), BIiE
B T ARAE SR 7 RICETH R T A W A Sk, R TAATE R 7 &, 75— T 554 T 0T DU R S Lk (o k.
5341, Brecht Wyseur™I7E (£ 25 R 116 J7 1 i HE 6 T AF IR BLAEAD 2000 4F (-0 Scrb, 70 Al i s 1
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T, Wyseur SRR E B RGBT E G BERAEEAT T HAL, XA &R 0 H AR A E SGHAT T
IR,

KRtz 4b, 2008 4E, Herzberg 2 NP T A& A2 FE 5 AT B9 2 (White-box Remote Program
Execution), J#id A%, obfuscation H R & ZER TG b Bk G T AT BRI Z5 18, UEHH T TE AR AT S AT 283
ZAMPATIET &AW HEM.

HHT, X7 E ST A IR A T AL TP B B, X & e R EE R RS T Chow 55 AR
£f] Eé‘%ﬁﬁ‘ﬁ(white box diversity)fil 4 &5 & ¥ & (white-box ambiguity) PAZN, F3% A H H B 47 A9 5 5K
DRI, Ao P 0 T AT S AR 0 8 4 R L B b 90 AR SR R R e i 5.

4 BEZEEASIA EEREZEITMN

BT LR 25 A8 5L I A A s B AR =R 7 R Chow & N2 3% 77, Bringer 2 NH AL
AL . Biryukov 25 N2 AR R 15 3. DU A TR IZ — 3 =7 30 LR Lt 7 ) 52451 304709
YA AL
41 THRITEA
4.1.1 Chow [¥] AES H&Z I

Chow 251511 AES H&E LM E B RA E —ANEH, 1 AES 870 R — MM,
R JE SRS MESHET B AL, FOR MR AT RER NG R — R R, AR R R R
Bt (& AES FISAAT I RE G 3R O — AN E R R AT B AR T

BEIEMY: W AR, AN AES NPT IS FEA T LU B R Rk, B— IR PUT R 3008 IRAE. &
BB KN A 770048 B(752 KB).

RETF: 75 2004 48, Billet 22 APUHEH 7 —ANAEH A 201 BGE Bl ik, Al 13 3 5 20k 5 (O A 4%
X, GIFE—A AT LS NSRRI s, AR s B i AR e v A, SR A R
T-Box H %4, X AN I 1E 2008 4K H1 Michiels 25 APty — Rl i dedi 7 ik, ml LUK RS0 A &
SCELHEAT HLd;. 2013 4E, Lepoint 2 APSHRHY 7 — R I 8k s Jik, BEWELL 22 H 4K AES ()
.

4.1.2 Xiao-Lai ] AES H&SEH

Xiao-Lai® {1 (14 AES SZBUERT Chow {18 AES 7 £ I0— ki, HE#H EE'*E;% M4 AES JFRA
—i B 5, 8 AddRoundKey 1 SubBytes 2HA57E—#E A T-Box Kow, X T [lE M —ANSH I EH A 1
T-Box, ¥ MixColumns #/Efl T-Box & H B — AN & F& ., ¥4 ShiftRows 454 §U§m)\§m HE LS. 1
75 S5 SCRR[ 1M SO e TG — 3 B A I RIT I B IR R A BN — AN B E, Wit T BGE WM
HEFE.

SRIEM : Xiao-Lai [ AES AGSZI—IL A2 80 MR, 40 KR BIRIELL K 11 4> 128%128 [RI4ERE.
SEBLR ST 2 A 11x (128 x128) +80x (2! x32) +120 = 20502KB .

REIFMN: Xiao FAMNE KM O & 2R UL A& SR A BT 0, BT o7 22 DAt
BN, AN, BT R IE R BGE Bl BIZERE L%t Chow I £ AES RIBGHE, RIS B skl
BGE ({3, {H42 2012 4F, Mulder 25 A\PSU$E A Biryukov 25 A [39142 H 4 /07 5 £5 4 2325 (Linear and
Affine Equivalence Algorithms) & Zhth #E HL % 4.
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413 B SMS4 [HESEL

2009 4, MR RS AU B RD 24 2 ERRH T SMS4 BRI (I A LI, FEATEAR K SMS4 ()5
— AR P RS RS B — AN T ERER, TR AT 0 G AR 4 1 i\ 2 5 (Input-Encoding) A1 4 H 4w 4
(Output-Encoding) ¥4 HiRE, H 75155 Chow 28 A H & AES A1l

MERIFM: F—fI A E SMS4 2 3 AN, A S AU 4 AN Bk, UL 5 A 1A E
N: 152192 B=148.625KB . [FHf A& SMS4 & — IRl SMS4 Sk b, ZH T 5 MEREER, A&
SMS4 FLILIIHAAT IR [H] 23 Lt SMS4 5148,

LEIFM: Ik SMS4 A G AGES M. ORERENRRL e FER T —EEsR, 0H
WAFRAEARTIZML BGE MIZdi J7ik, 12 75 BEHRHT A A S0 s U A L3R, (H7E 2013 4, bhigs s A\
St AT 20 M, DMK 27 AR 8] 42 2% B i R L1 5 .

4.1.4 Chow [¥] DES FI#&5LHL

SCHR[6]H 32 B B AR DES BIE— 5040 MR M E(Co R 254 )2 (D). ek 2 BB RIS S &g
&, iRBHREAREBA. Fok. TREW B, B P & WF M-S ST TE, AFRZALE
TR o3 A SR BR T — 40 LA, 1A R AR e S 7 2Ok T o e, X T ATE — e R
3N AR

SERIFM: 76 E & DES ISEIL R, SRR I8 F 3 96x96 H KR IK 7 HUE FEFIZ 5, LA G St R 5
o B AR IHAT S0 BRI AT AT VELII GE it H 2 SO AR SCRRATT R S b 22066 22 [ RN o) SR, AN
FEEeeeeee”, MU SE T A T7 SRR,

REN: B Chow FARTE G, M7 %] DUH 13 Bet 3 RIS AR AR R A, (FLbE 77 8 O
Yl % 44 5 U0, 2002 4F, Jacob % NHEH, A& SEELTEIEA %4, A5 TE 4 8% i (External
Encoding)] DES H&#i& 1 —FhyE N5 iR B &5 (Fault-Injection Attack), RJ LA ARG & 4% FE 36 H %5 4.
2005 4F Link 2 NMEHX AN A5 (3 6 DES MEHTHGE, J-5H 7 /N8 DES A& %, X4
U7 SAE I B PT SN I LA s, 2007 4E, Wyseur 25 NPIZERE BN g TS 00 T, & T A RS B,
22 5 e T —Fh G [A4E, Goubin %5 A IEF- 07 22 53 43 #7, %1% 1 & DES $UT 158 —
B T — B

42 FAME
4.2.1 Bringer ] AES H& LM

55 91 SCRR BT R I 77 VR A SR AN, 2006 4 Bringer Z5 NFESCHER[ 7] HH — /N ¥ AES A &Sl vk,
%05 48 1R ¥ 22 35 2 15 B (Isomorphism of Polynomials, IP problem)*®, SZfH 5 3CHR[47|FEIRERIF A, HE
AR RIS AL T R B A R 2, DAk EL R Ay FE AR B 1, AT AR A e A
S RIHEAT I B AR 15 TR

BEFEIEM : Bringer F# AES SEIL—ANSEHI 75 2 5 142 MB Z5[8], BN R RAR 0 25 4
M2 ARG, FEA4NSITLE), Bz A st )G 7522 5 568 MB 75 a], Hoadt b A A E L
Chow 1 H &L = 173 900 %

RN Bringer 5 ATESCH N =A TN H 7 R 022 VT T 404, BT RH 2% 1R
BT H R B, (22, 2010 4F Mulder 25 A 7ESCHR[48] 32 0% F1 & ABS SR Mo 7732, Refs LU
TGRS B tH S % 4.
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43 ZBEEBEMAR

FE& R 8BS T ARG 2 5, 2014 £E, Alex Biryukov 4 AP 7 —Fhgr i A & i35t 7
o AT A A R CA ML BRI, M2 T ASASA(Affine-Sbox)4h #4) 11 ] H &% i
wit.

Alex NI NFIZS: ;A HED R THANE A &SGRt R A &%, (A R
K2 A5 2 W 715, 73 LL x-scheme F19™ & S & (expanding S-box) K SZHL ASASA H[ S &, 74 H BFh
AT ASASA HE T %, XA R# FH EM AL DUERA TS .

ESS H R E M, EE A EREN T 2R, F—MrREH— ASASA SR FRINE 7 &,
BT RR—A SPN i INRINE 7 &, %7 % SR ZRZ A —Fio7 R HIER ASASA B
—I S FMIK, B ASASA R S i — M RR LIL.

WM B 128 bit FARH, 1E3R A& HEDMFAN T RH, LL y-scheme M&E AL 1% 2 1 S 75 2
300 MB fEf#=F1E], LAY S SRMIGIRLMZM T ZFE 24 MB. 55 EHEMH AN TR, H—
ASASA RIS RIS 7 R T E 196 KB, SPN &M XS R Inas /7 AL A Z s KT 2 8 MB 117
(A, I s 2 20 GB A7t 25 [

2N BET, B 7 CPEE R S VES AT LA, IEARA BRI DA T 0 B A Bk

5 HEEWBHNA

BRI RLE Y, ARED R E A FH I AR — N5, B TR mE s Beh# e g2
PR, BEINFEA L PRARTE I R A B, ARG R TC IR TE R A PR B A A B
I LR = B G R A U e N EWN A
(1) BU7 AL ¥ (Digital Rights Management, DRM) i) @, 38 32 X 48 UK H A SN, (B &30 ml LA
PRAE ST AR RAE Z i A5 B AR A 1) & o 1 78

(2) =11 (Cloud computing) i #, %tz b EAEH A& 2, 77 MRIEE s AN A EE 40 b
HEAT IR A IS B, F P SR R G B i 5.

(3) FHZEMEH A, HEEBRRERIE, TRV REMHE T, WA FIhEE
HINLEAE S, WIIFIERE, TR RS A & I RAT SO %18,

(4) BRI B e R NN, B — AN FAEH N ik E, M A& SEIIE Y WB(E, ), Bl — A

I g5 5. AR NGRS WB(E, ) #ar LU 8, ifi 0F Rt AL B k19 A4 Be R i e s 57k B,
BEATARE. R XM E E M B ORE, [N RZ M ELRIE WB(E, ) fREBH & L F %4
P, Blansa bk, i A

6 B4

A B — R s B O B R S, BN T A B 3 54 G B T SR o (b 3 BB TR
AT, AR H AT R 2. LR, S R (e S R4 TG T M A F
TR, MR LI RMERE. U2 ER. BRI T A &S AT ok, T
T (R T R 8t IAE S A TR 2 R AR AT L. B TS T2 A T B T2 AT R T
W —.
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ARBHILTFZ, BIHIZA5NIEERA RS 2 AWK B Ik Ts &, W& B B s i weit ikt
TREAGEMRGZARE EEN D
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