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Cryptography is an important strategic resource of a country, which is directly related to national
security including political, economic, national defense, and information security. The Cryptography
Law of the People’s Republic of China has been inplemented since January 1, 2020. Accordingly, cryp-
tography is classified into core, common, and SM cryptographies. The core and common cryptographies
are used to protect national classified information (i.e. state secrets), and the SM cryptography is to
protect other information but not state secrets. Citizens, legal persons, and other organizations may
use the SM cryptography to protect network and information security lawfully. Organized by the State
Cryptography Administration, Chinese independent SM crypto algorithms (e.g. elliptic curve public
key cryptography SM2, cryptography hash algorithm SM3, block cipher algorithm SM4, stream cipher
algorithm ZUC, and identity-based cryptography algorithm SM9) have become the national standard,
effectively guaranteeing the national network and information security.

While SM crypto algorithms have achieved a leapfrogging development from scratch, their orig-
inal intention is to meet the basic security requirements of network and information systems (NIS).
With the continuous advancement of the informatization process, more and more sensitive services are
provided online. This has derived various security requirements such as leakage immunity, anonymous
authentication, double-blind authentication, sharing among multiple users, and non-slanderability. It
is urgent to carry out the research on functional cryptographies from existing SM crypto algorithms,
such that providing continuous and effective security services for NIS.

This special column titled “SM Public-Key Cryptography”, organized by Journal of Cryptologic
Research, mainly focuses on public-key cryptography algorithms such as SM2 and SM9 in Chinese
SM cryptography, aiming at collecting state-of-the-art research progress of Chinese scholars in this
field, according to the new security requirements of networks and information systems, and combined
with its development status. This special column includes four papers, they are briefly summarized as

follows.
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The paper titled “Key Exfiltration on SM2 Cryptographic Algorithms” discusses the vulnerability
of SM crypto algorithms to various cryptoanalyses and attacks with different motivations. This paper
primarily investigates the security of the SM2 cryptographic algorithms against key exfiltration attacks
and proposes two effective while undetectable attacks on the signature and public-key encryption
scheme of the SM2. The first attack is on the SM2 signature scheme, which enables the attacker to
recover the secret key from two successive signatures. The second attack is on the SM2 public-key
encryption scheme, which enables the attacker to successfully predicate the current session key from the
previous ciphertext hence to recover the plaintext. The attacks show that the impact of key exfiltration
attacks on the SM2 cryptographic algorithms could be much more effective than other known attacks.
Further discussion on effective approaches to enhance the security of SM2 encryption and signature
schemes against the proposed key exfiltration attacks is presented.

The paper titled “SM2-Based Multi-Recipient Public-Key Encryption” focuses on the secure data
sharing requirement among one sender and multiple receivers in NIS. This paper proposes a randomness
re-using multi-recipient public-key encryption (RR-MRPKE) scheme based on SM2 encryption scheme,
and proves that it is IND-CCA secure (in the sense of MRPKE) in the random oracle model. The
proposed scheme provides data privacy in open networks, and the employing technology of randomness
re-using can effectively reduce the amount of computation and improve the encryption efficiency.

The paper titled “Ring Signature Schemes Based on SM2 Digital Signature Algorithm” considers
the requirements of anonymity authentication and Chinese independence in NIS. This paper proposes
a ring signature scheme and a linkable ring signature scheme based on SM2 digital signature algorithm,
as well as two variations of SM2 linkable ring signature scheme. It is shown that, SM2 ring signature
scheme satisfies correctness, unforgeability, and unconditional anonymity. SM2 linkable ring signature
scheme is with correctness, unforgeability, unconditional anonymity, linkability, and non-slanderability.
The final efficiency analysis demonstrates that the communication costs and computation costs of these
designed schemes are respectively linear with the number of ring members.

The paper titled “An Identity-Based Ring Signature Scheme for SM9 Algorithm” finds that the
identity-based cryptographic system owns anonymity protection and avoids the complex public key
certificate management. This paper constructs an identity-based ring signature scheme based on SM9
signature scheme, which has the consistence of the user private key generation algorithm to the SM9
signature scheme. Moreover, this paper proves that the proposed ring signature scheme satisfies the
unforgeability and anonymity under the random oracle model. The final efficiency analysis shows
that the proposed scheme is with less computation costs and communication overheads than existing
schemes, and hence owns the stronger utility.

Hope this special issue may attract more researchers to focus on the cryptoanalysis and design of
SM crypto algorithms.
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