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Abstract: Secure multi-party computation (MPC) is an important research topic in cryptography,
and graph theory is a modeling tool to represent the relations among different things. Therefore, in
order to reveal the internal relations among different things without privacy disclosure, it is necessary
to study the problem of secure graph computation. Privately computing the graph intersection and
graph union of private graphs is of great significance. This paper proposes a new encoding method to
represent a graph, and studies the MPC of graph intersection and graph union by using the private
substitution method and a threshold decryption scheme. Efficient protocols for the MPC of graph
intersection and graph union are designed to resist collusion attacks, and simulation paradigm is used to
prove that the proposed protocols are secure in the semi-honest model. The computational complexity

and communication complexity of the proposed protocols are analysed, and some comparison with the
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existing schemes is presented. Some experiments are conducted. Both the theoretical analysis and
experimental results show that the proposed protocols are efficient.
Key words: secure multi-party computation; graph intersection (union); threshold decryption;

semi-honest model
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LA 2 )75 (Secure Multi-party Computation, MPC) $8FZMANEE 2 02555 H &% B3 1R
FHRARAE R EIRN, A AT RS 5, UG A 5 5 T a2 T IUE RIS B, 213
B SFER R E A, Wi %A, 5% T UE LS AT M A T, DBl
wapsmEsm U, gorew C0 . soaite 0 s o TSR ORI 2 AR S, Bk e s 2
T R R R 2 O e p B BB . %64 U7 v et B R R E ok R B Goldreich.
Micali 25 AZESESERE F T R &7 BB mnipomrse s Bete T s 2 ritmmmipsn B0, mR
WAEH Goldwasser NN A LT R BHD S — MRIE B TR, KR ERRE — AN LR T
gy W HHiR s e 4 2 i e A v (308 gy RS g gy g RORD 4
T, AELIH 2K 22 4 2 7 V6 Rk 22 R T S 0800 A N O3 T, b S S84 B W R 1
BT BT RS2 W C I LA, X TN ittt 7% e

PRI R TR — AR T 2 0 R 2 5 M 2 b L, T 0 S DR 6 A S B 2
BB S (I ROA T SE e SRR R T & R RERO 2%, Tk S 2% SO, [ BB RIS o
M R O 240 25 K O 24 0 R I D B O B 25k S SR, R T RIUEE 2 W= &, RS
SRS AR B WM. RO AT AR RAT T A, S0 AR R S [ AT 6 &, L
T P K A IR 2 ) R Ge #TT AT Ik b 5 2 ik 44 IR 77 P T 6 2 0 Wt 7 YT P4t o
R T B2, Mg T R — A A HOAE FI S SR 045 26 R ), 77 LA 32 i
RS B, e FUR A S TR U AORE A P TR B0 S SRR, SREAR T TR R, AR
AR 22 1165, 42 [0 1) SE TR b A AE K B B ALK, B RIS M T s WA RA R, Bk o . PRl I
W REEEG. SRS, JUTIOR. R BUAl. M. SR R AR, DR
. TN RR S, 5 R R AT BE A B DU R BT A S 0T, A TR R
Bl E R, SR EN SR, R R O TR B S e . 2R, HX DL
IR i 0 5 B P e B ) )5 ) 5 2 9 SR OB TR S U, LA R
BRI, A5 FCE T VERT. T 7E 76 40 G R L R L5 b O AT 4 R PV R0 O, e £
MM SR TS ETIT A MR IE, B TA R B, B 363 BLOC R B B 2 3, X B A
G R P o BB A 4 o

B3 7 T ROF S0 A IR . AR T AR 3R 2/ B A S R R4 10 1 B, 3698 Rty &, X
S ] B LA T T LR S B, JLEA A AR AR R M X TR, (8 I STl AT A
FARBE, J9 T G R THER) C AT BEVOT 22 T R VR O TR 2%, 0 75 R A 150 A T X I P A A
SERIRIRLE, R A 2 ) W TR 3 — 6 Bt %2 ) B K ATBIE R R . &0 I 39 P O A A A T A,
FURAT B ity % 00 e 1 2 A PR A MO s B R, SO, 4 ) P AR 1 2 B e
R RET H ALK, B L A R T2 AR R, MEW. TH. SRS, SERER i
e Z 5 AR B IR AL, TR TR R, (HIX S A RIIR T RS 5., BRI A
W, AR I TN, H T 55 2 o, 5 R S A PR R O R B L 245k th %
S B IS, I8 o FE 55 A T A S o O M 5 B A, 5 AR AN P R T T4 (%t
ST 0 1 B AT I F 4

S TR R AL R, AR SR 29,20 %2 5% 530S 55 il B,
TEARIERERAR BT ER T AR R RI I 28 P, bk (2] S SR FIALES 49 SR T kI 7 2, R T S Ik
B B 2 5 2 MR e SCH (RG] P IRIAS I BTV M T R, v 7 8 T B AL
NI FE BB, FL e T TR 0 R e BB B 2, T 00 Z bt (R 5, 7 8 B S B i 3
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Rz, ek [27] R T — R RS 4 R ) 2 A BB TSR, SOk €] BFAC T IR R AR 1 2 4
PR, Sk (2] B E (S R A AR, FUR RN B 5 R 4R B4 (5 . T
il 22 4 R, L 8 P T AT 5 0, A RS R SRS # R . Sk (B0 TS
GRS, SR T W A IR . ok (BY) AR T B A R T O R, %0 R SR
ik (B9) R O — A 2 A T (R R S BE L (ENP ) A9 BN, 2E Tt AR 4 S e p
P77 BT 5 A8 46, AR 55 3 AR T o5 A8 SRR IA A it — AR AR R IR N3, B 52 7 v AL A Paillier
RGN X7 AR B R AN B 5, R 48 B2 w7 B RS 48, (R% 07 RAFAELL R 1)@ 1 FH
FNP P2 86 2R i 2 B 77 2Ok T A 224, 1 FNP #5422 5 2 100X (9 U8
FYIMS, EFEREMEH T Paillier IN257 %, ISR [B1) Bk E A8 7 R0 20 e w8, IR HL
HT EABR T P72 IR B RIAE 4R, T 3 SR 22 77 3R B 22 4 ol AR R it ve.

AR A B AT A S AN SR K2 4 22 T VB IR, 4 SRARIX 1 ol R ) e SRR T R ARSI R T
whan R

(1) $&H 7 —FloB Mgt 757, o A 10 320 R 00 s 0 AT DAAERA 1) R s O — MR RIS 8 17

AR R RS A AN TR A2, AR ST T AR R B 1) 6 X f 20 RN AR 0, 1 50 A1 28 0 RARE T 1 B 1 T

AR SO 75 ET A T 1 R P T A ) S R R R R H R, R St T T ) T A R 3 £ o i T
DL A Ay o R PR G 3R RN R PR G A 12 mT DA At P 48 1 22 4= 22 O o 5 Il AR 3 — R T 1)
®1E.

(2) I Bt A7 v, 47 2 40738 B3| Lifted-ElGamal [ TIREHS &%, 4 Mt T RER &
RIIER 2 AL I E I, STATR B P IERYEREAT 1 0, s B ] AR B T E N A
T, 19 A SO EOY R HPUT SRR A X 4.

(3) RFKASCHHUITH Lifted-ElGamal [1fR#HS R4 MCN ElGamal %10 248, ] sl Esc &M
HAEM 2 AW 7 THE, LE I RS SR 77 T W O & v, 1 s fI R VS B Tz . Holad 2%
o MT AN SEBGHAE, UEBA T ASCHMU S LA 77 RAHEL, THESCRFIIE(E SR # R KSR Tt

2 &R

2.1 REMEX

BIERE Rl —MEEXT R 2 FE AR =77, MONFEREE =77 (Trusted Third Party,
TTP), AAEAR 7 HLF #R 2 7™ 4% 1% R 5 007 (10 2R PAT R — 4R A, Rt AS 2 3 52 315 XU (19
BEGELE. ZAZTTEREARAT LR n ASHE P Py, A5 5% A R
T1, - o TVRAMES =07, BA RS

f(x17"' 7'1"7’1) = (fl(x17"' ,.'L'n),"' 7f'fl(x17"' 71:"))

IR B RGN n AN 5FH. BRILTFEER A, P, - Py BABUEA ARG B, HAEGR R
R REIFAER T LR, EPR P PR ER, X R F PSR GRS Bk, SETHEIr LG
2 =T RAMEFR B, BLAE A IS 58 =07 g AR o KR (B A48k, 5 B AT Wl i) A i .
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{EARATT AT BEAE I AT (I AR R B SR B I A {5 B R R OR, R P HAT 5 I AR I 10 15 B AHER
HAhZ 5 F .

WH n ANRWNESS5E P, P, SHEREEE 21, oo, MOTEERAT —AMRE T E R EL
flma, - yzn) PRSI, FREEVME UG R BIR AR, KPS 5H AL LIS 2242 07 E R
PR WSER Y T 22 A2 U7 E I (BIFCE S, 2 X = (21, -+, zn), FERATHIGEREF, 25
# P, BEIEE RN

viewP(X) = (xi,n-,Mil, S, MY



o F AREAFRGRLSTHE T

Heh M/ (j=1,2,--- ,t) B i PBEHWEINE § MER, r 5 i NS HHEPERBLE.

EX 1 WSS E5H ML e & f:({0,17)" — ({0,1}")" &—4 n JGHREL fi(z1, -, 20)
N f(zr,xn) FEH i ATLE. T = {Py,-,P.} C {P,-,P.}, BERIEESEHENTE.
fr(zy, - mp) BRITFH fiy (21, yan), -, fi(x1, -, @) output™ (X) AL IT 475 K% H
. S HFH A LWL ST, R AR 2 T (R Bk S, (A TAERM 1 ¥ N Raor:

{SU, (@i 52 )s F1 (X)) Y xeqoaysyn = {viewl (X), output™ (X)} x ¢ (o.13+yn (1)

TSAFKPIL T (R 0 TCREL f. = FoRIEATTX Y, view! (X) = (I, view!! (X),- - -, view!! (X)),
B view( (X) RAUHE I 9% 5#1E AT IR BT 2 07 BT 41
2.2 [RMEE

EEZ2HTEBNP, A5 BEBEW TN, FELZESHIEHEMNE, B JINS55E 20
H1E, FIHPATINS B MR RINE R LSRN S 5H IR AEREER. Mo —REra ) TEBZTR
fres BABA %ok A B GBS AN TTIRRE ST RS, B b E I AR, A
ERIAH. BMS5EHTHAANE, BERE n NS5 E5FEAREEZE . BREED t N2 5H
BAEA RefR S, AR ERDARFIFRA (¢,n) TTIRFEBAER, SF ¢ NS 55 E5ENTEERHUE L.
RSA. ElGamal Paillier %218 R4 #5 0] L KA IE TR S R4, ACHFIH ElGamal 33 [F & N2 7
FE—A B INERSHERTTRE RA—Lifted-ElGamal [7]FR 21 R4t @], IS n— 1 N3 5
HA R, BAMEnT:

e KeyGen. 4B %S4 k, KeyGen £ — k WRFIIKEE p LR Z; —MERTT g. B4
5% P; BRI — MRV sk € Z5, IR Ry = g™ mod p. AFHEIA:

hEHhimOdpE i=1k, “ mod p

i=1
e Encrypt. Jy VINEHE M(M € {0,1}), SHFHHLEL r, WEH
E(M) = (c1,c2) = (9" mod p, thT mod p)

e Decrypt. XT3 E(M) = (c1,ca), ML T T A F2 A g 25 H B SC:

oM = C2
=T
Hz 1 c1®

o [EIASMR. Lifted-ElGamal S5 R044 fi B AT Nk B 25 1

mod p

E(M)) x E(Ms) = (3" mod p, g™ h™ mod p) x (¢"* mod p, g""2h"™ mod p)

1472 My +Ma hr1+r2

mod p, g mod p)

=(g
= BE(M, + M)

2.3 EBMHERENK

TERERINE RGP, — AW SCAT DA 2 AR 0] X 5 0% 3, 1R 2% SCH AR 2 R R — AN S0 G4UFL
B, TR — B O A ) — AN WSO IR R 350, S RE R MRk N s e BB BT s b pag e
MEZR [FZS 02 RGN AR B )2 5L, #nrx HATEBENL. #ln, £ BiR Lifted-ElGamal #3541+,
RIEFIE RS 5, ST — AL E(M), & “0” IS R % 02N 57— AN, RRE
HIScA s, B8 E(M) x E(0) = E(M +0) = E'(M) RSEIS L EFENAL, B/ (M) FR%
E(M) BEREFLIE R, I H B/ (M) 5% E(M) RHEARTX . FiH, Lifted-ElGamal 2555 &
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3 ETIRMBENSIMEXENRETE

3.1 [alREHER

BERTAE V MLk B WR—AERESE G = (VE)(m=D %), Hh v =
(01,02, ,um}. BE#H PPy, Py BHE Go MTE G1,Ga, -, G, MAITERER n A
SEARTTACHE R % 11 .

3.2 HERE

HR IR AL TT % 1, R B TR RS B AEAE — DNERE R, g 77 SR B AT o 1,
FEFETCER mas AN 1, WA 0. WIRTAL v Moy, Z A, IBAHRES ma; B 1, [EN 0.

IS TE 1:

e — 1, TS v, v; ZIAE (i = j BT v; /F1E);
e 0, T v,v; ZIAEAEIN (i =5 BIS v AELE)

TR T A, KR AR R S8 T AR, RIS 58 P R R B i R i 2 S
ARITEE (G ¢ TRA « DGR T=MEr, 1 <i <m), W& X; BETEE. » M3 5%
RYEIIST7E 1 B G, Ga, -, G WIAEREFERE My, My, - -, My, B2 50R n DEREH A28 K
PUT R BHU N ¢ = ) (iR Xy, Xo, -, Xo. EHHBANE G1, G2 MK, Hiizh
& P, HACHE X2 PN O Eﬁ’\gfﬁfﬁé X, EPXTF”%%EDT Xi HHEHRDEMNREAZE. TUE
tH HHEANTVURERE L G1, G CHERPHITCR, MEH )G, P REIRGHE Xy oot NAZ T 8L

DRI 1 R, SR ER S RERZN 0. BEHIE AR Xo IR m xm BT =M, B
B ATEA  DICERIT MR (1 <0 <m)(E=AE0 87, 15RO FRpE IR H 51— #E’J
E=SERay, MM Gh, G SR RERE R, ARG AR Mt mT DURE BAR 1. DLRRHE, 2 5% P, 7]
ChE A CrE X, BEN 0 I BEEER X PR NOE, X PHRMER S ERRFAZ, 2
JEIRAE B S P AARIMHIAE X, WRGEIRH ¢ AN BRI RE, dEimE R MRS,

| BT REE V = {v1,ve,-+ 06}, ZH5HF P, P2, P, Py 5700IEE Gi,Ga, Gs, Gy, 10F F7R:
@ @ @ ()

WL T 1, P, P2, Ps, Py 0P EHERE My, Ma, M3, My:

101 0 1 O 00 0 0 0 O
0 0 00 0O 01 1 1 0 1
M, — 101 1 1 0 My — 01 1 1 0 1
0 01 1.0 0 01 1 1 1 1
101 0 1 O 00 0 1 1 0
0 0 0 0 0O 01 1 1 0 1
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1 01 1 0 0 00 0 0 0 O
00 0 0 0 O 01 0 1 00
M = 1 01 1 0 0 M,y — 0 01 1 0 1
1 01 1 0 O 01 1 1 0 0
00 0 0 0 O 00 0 0 0 O
0 0 0 0 0 O 0 01 0 01

Py1, Py, Ps, Py 5516 My, Mo, Ms, My 2R RIL LT TR R IR UCE S, MR &G — 21 4
SR i 1)
X: =(1,0,0,1,0,1,0,0,1,1,1,0,1,0,1,0,0,0,0,0,0)
X, =(0,0,1,0,1,1,0,1,1,1,0,0,0,1,1,0,1,1,1,0,1)
X3 =(1,0,0,1,0,1,1,0,1,1,0,0,0,0,0,0,0,0,0,0,0)
X4 =(0,0,1,0,0,1,0,1,1,1,0,0,0,0,0,0,0,1,0,0,1)

W, &gt P, &G,

X» = (0,0,0,0,0,1,0,0,1,1,0,0,0,0,1,0,0,0,0,0,0)
zit Py BiE,

X3 = (0,0,0,0,0,1,0,0,1,1,0,0,0,0,0,0,0,0,0,0,0)

zit Py Bi¥E,
X4 =(0,0,0,0,0,1,0,0,1,1,0,0,0,0,0,0,0,0,0,0,0)

e, MRAE Xy ATRUER I —A 6 x 6 JERERIT =M a0, FF LU 2 FRAE R i 75— 1) B =
Iy, BIN G, G2, Gs, G ZCERIAFREIERE M:

=

Il
o O O O o O©
o O O O o o
O O R = O O
O O = = O O
o O O O o Oo
o O O O O O

AR AT A8 AR R A T DARITE AR 18] G

G

DL R T R R A SO A A A R A SR . B R R R TR, TR SR A
T HEAT IXRE R AR U T LSRR 2. AR Lifted-ElGamal | TFR 250 R it — NP WGk I EIAE
M2 A SRS 0 B 1 BT NS, GEMEMS 554 LSRR REFR 0 5
1. EEN 2 55 S ME LB BRI, B AT Bl 55 ST B R AR P SR 22 4 1k
3.3 MARBENEZINERENRETE

Wi 1 B FIIRMERNZA B ERE T BT

HWIN: Pr,--- P, SEAMREE Gi, -, Gy
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Wit n MEMRE: G=GiNn---NG,y.
(1) FERAIMERASTER Lifted-ElGamal ['1R%WRgH, 2 5% P, -, P, S HIF sk,
FEEE A h.
@) Py IR 1A Gy HALAEREAERE My, B My AR LR % (O ¢ = momtD)
/I\), *@Jﬂzﬁ% X, = (38117 tee 7331t)7 'IQI E(X1) = (E(x11),~ (xlt)) 7i1£9/\ Ps.
(3) L= (017 T 7075) = (E(xll)v o 7E($1t))'
(4) 5% P(i=2,---,n) HHWTF:
Fori=2ton—1
P; computes
E(l‘iflyk) — E(CL’ZJC) (/C = l, where x;; = 0)
(c1, -+ ,e)  (B'(Tic11)s - B(@ic1k), - BN (@ic1t))
sends to Piy1
End
P,, computes
E(zn-1,k) + E(znk) (k =1, where z,, = 0)
(Cl7 T 7Ct) «— (E,(xnflxl)v T 7E(xn*17k)a T E,(mnflxt))
Hoh B R0 R % SCHEAT BB G % S0, A TR, T0h BY iR WA S5 ik
AHIA.
(5) THHEEA LSRN T:
Py, Py BRARRE Y = D(c), 195 Y & )5 BIAS B RE M, R4 M Fgmig =l 1 i
HO), dE—BE MR G.
Output G
3.4 tHNHYIERAMY
wi)'(ﬂ%Eﬁﬁaﬂ@%ﬁ%%ﬁ?ﬁ%ﬁﬁk%l@ Gi (Go MITHB, 1 <i<n), BRIEMIRE n MEIRZE G,
TiJi)‘(ﬂB’JEﬁﬁa VERTH 3.2 PRV IR ORIE. FkHh, i REA TS kU n NMEITIEE, T
HAE G B E MR X B, RO B RS EEA 1. ERE SRR, ﬁﬁ%%)ﬂ)z%‘ﬁg
W “o” BT E T R E K, S TR E T ITA TR KRR T “0”, R R E X, P
H¥A 1 Wi, WRECRER 7Rk, B Hd A SGR AT Hgh AT T RN, R OR 25 B 46 58 1S I I 24 1)
BRI S 6L R, ] R R .
3.5 MR EM
I‘]BEﬁﬁ%ﬁ%E‘Jﬁé‘féﬂu?ﬂWiﬁ(ﬂ%ﬁ%ﬁéﬁﬁﬁ. HFI11R ElGamal AHRAMIAHA L HTE
S 5H IR, B b = ¢%=1%% mod p, Hh sk, B 5% P, Fiida KA, K Iﬁt%ﬁ%%ﬁﬁﬁ
Z5EGEA TN, HMRTIIRINE FIENE X2 et i, B EMs 55 6ERE, Mot
HEPFENE S EME S 5F R UMR T EATX 1. Hit, REFA—-25F 452541, XTﬁﬁ%
n— 1 NMHERY, BIHATMUS BRI view 55 2 BIAZ AL PAE—Hi N AT HAH L, %%
s BT A THE R X 4311, &?ﬁ%ﬁé%b‘(ﬂﬂuf&ﬁéﬁlﬁlﬂi
EE 1 %?HBE%%‘?E‘J%’I‘E&%E‘J%%%%JWWﬂ%iﬁéﬂ’] AP AR I A BT

ERR: R 0 — 1 A HEMMMESEEELS, WU ERKREEZR &S, R & o
e e 8 A B A, TR T B AT R faaF‘E’J W RN, TR n—1 435
HHRI SRS 1, s IR S, @R () B mT%s 5 E TS, Ry
I ={Py,-- P}, MATKEGHEERKR P WAEE G, P A5G, Py, P 3T PL R
FE E(X1) = (E(zn), E(w12), -+, E(xy)) JOIEEREE, HRIEINETT R 81 XK%I@T%D E(X)) =
(E(z11),---, E(x1)) Mt 4‘&*ﬂ§ﬂlzelﬁ‘ﬁ7—f|:’\ﬁj flﬂ:fﬁ/ﬁﬂ:

I={P, - P}, X ={G1, -+ ,Gn}
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fX)=f1(X)={GinG2N---NGn}
{VieW?(X)}XE({O,l}*)ﬂ:(I,Viewg(X)’ .. -,view,l;l(X))I{L Ga, Ra, E(X1),- -+, Gn, Rn, B(X,), f1(X)}

BRI (1,(Ga, -, G), f1(X), S BENLERE G1(Go H9T ), flif:

F(X) = f1(GY,Gay -+ ,Gn) = {G1NG2N---NGn}
= fi(X) = f(G1,Ga2,--- ,Gp) ={G1iNG2N---NGn}

M G1,Ga, -+, G BATEN, EREMNKMGE RE X JFMESS B(X]) = (E(zh), -, E(z)),
BUER S 2 Lx;rj@&ﬁ%?ﬁéf%f’ﬁ e A A E B(X,) 55

é\
S(I7(G2,"'7Gn)7fI(X)):{I7G27R27 ( ) ',Gnan7E(Xn)7fI(Xl)}
PR g e FH RO 08 77 R4 U224, Bl B(X0) = B(XT) B f1(X) = f1(X'), %
{S(I, (G2, - ,Gn), f1(X ))}Xe({o 1}y = {Vlewl( )}Xe({O 1})n
BRI T G R 4. O
4 ETIIRBENZNEHENRETE

4.1 [E)FEER
BRTAE V L% E mﬁsz AMERERE Gy = <VE)<M i), Hd v o=

{vi,v2,-+ ,om}. BEF P, P, P, #5IAE Go MFE G1,Gz,--, Gy, MATHERESR n ANE
(AT AN 25 25 1 15 2.
4.2 HEFRE

RFERIGITIE 1, n NS 5H A RS B B My, Mo, - -, My, T35 BPHHE RE o £ 28 1 DA

TREMRSEAHIIA ¢ = 20D iR Xy, Xe, -, Xo. BHFEBEAE G1, Go KI5, {25
H P, HACHE X2 HEN 1 E’Jﬁ}i%%?ﬁ%X}TﬂﬁE’] X1 eI, Xy R HR MRS, 7]
DUE H, HREADTSEE LR G, G HEFRTE, MG P FHRFHME Xo J, X RIZ I A E
WM EERN 1; R, SAERETN 0. MBS ME Xo IR m x m 5T =M, B
ITRE i MTERT MR (1 <i < m)(E=ME087), T A AN RENE 5 H 75— =
sy, B8 G, Go IERMAEMEFERE, AR Al A BEt vT LB Bk g . DARHE, 2 5% P mTbld
Tﬂ%ﬁg X; HEN 1 S EERR X1 PRXRNGE, Xio1 PERSBRRFAE, REHRIERRES
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HAUEE S 2B RIAT SRR, BRR% B BRL N E E(X,,) 23
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ZS
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Table 1 Comparison between scheme in this paper and existing schemes
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