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Artificial intelligence refers to human-like intelligence exhibited by computers, and machine learn-
ing is an important application of artificial intelligence. In a broad sense, machine learning can be
understood as a calculation method for accurate prediction based on existing experience. Current
machine learning algorithms have been used in many applications, such as text classification, natural
language processing, speech recognition and synthesis, optical character recognition, image recognition
and face detection, games, medical diagnosis, recommendation systems, robots, etc. These learning
algorithms can be roughly classified into classification, regression, ranking, clustering, dimensional-
ity reduction, and so on. Neural networks based deep learning has achieved great success in image
classification, face recognition, image and video generation, natural language understanding, speech
recognition and other applications. Artificial intelligence has become the most popular research field
in computer science.

From the perspective of learning situations, machine learning can be divided into supervised learn-
ing, unsupervised learning, semi-supervised learning, online learning, reinforcement learning, active
learning, etc. The key factor affecting the performance and accuracy of machine learning is the relia-
bility and scale of data samples. Only with large-scale correct data can high-quality machine learning
be guaranteed. Therefore, the data security protection of artificial intelligence is an important re-
search direction of cryptography in the field of Al security. A current research hotspot is the use of
new cryptographic mechanisms such as homomorphic encryption and secure multi-party computation
(SMC) in the model training and inference stages of machine learning to ensure that accurate models
or accurate prediction results are obtained without revealing user data.

Because artificial intelligence can help people improve the efficiency of predicting and discovering
patterns from large amounts of data, using artificial intelligence to find cryptographic components with
good cryptographic properties, or to help discover the design rules of cryptographic algorithms in the
process of cryptographic analysis, and even the information leakage of cryptographic hardware are also
an important direction in the field of cryptography.

This column contains 1 survey and 2 papers, hoping to promote research on the combination of
artificial intelligence and cryptography.

The first review paper “A Survey on Encrypted Image Recognition Models” conducted a compre-
hensive survey on the privacy protection of image classification models based on encryption technology.
SMC and homomorphic encryption based cryptographic schemes are introduced from the perspective
of model training and model inference. The cryptographic application schemes have been compared,
and the future research directions have been prospected.

The second paper “Fair Data Trading Based on Machine Learning” aims at data clustering, clas-
sification and other big data analysis requirements for data reliability and data transaction fairness,

and proposes a fair data transaction protocol based on machine learning, using BP neural network.
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The Vector Commitment Protocol realizes the reliability verification of the transaction data between
the data holder and the data consumer, and combines with the smart contract to achieve the fairness
of the data.

The third paper “Research on Power Analysis Attack Based on Improved Residual Network and
Data Augmentation Technology” uses artificial intelligence for side channel attacks on cryptographic
chips. It proposes an improved residual network and data augmentation technology, which solves the
problem of small sample training and reduces the occurrence of overfitting during the training process.
Compared with convolutional neural networks and multilayer perceptron neural networks, the accuracy
of test is improved by 16.63% and 54.27% under the equivalent conditions.

Due to space limitations, this column covers only a narrow aspect in the current artificial
intelligence-oriented cryptographic research. Scholars engaged in this field of research are welcome
to contribute more to this journal to promote the exchange of research results in this field, and pro-
mote practical application of cryptographic innovations in the field of AI.
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