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The concept of Internet of Things (IoT for short) has been proposed for over 20 years. The
booming development of IoT techniques and industrial applications in China started from 2009. Since
then, the China government has paid much attention and given much support both in policy making
and financial support. The development of IoT has gone through the processes of concept proposal and
initial interest, enthusiasm cooling down, and graduate applications. Now the IoT related applications
cover a large variety of industries. The IoT techniques and applications have also been in our everyday
life, such as smart home, smart transport systems, WIT120, and smart city.

As in other network related information technology, security and privacy in IoT systems are
core components. However, irrespective of the repaid development of IoT techniques and industrial
applications, the IoT security techniques are like balloons—flying in the sky with a thin string connected
to the ground. The reasons for this situation include the following: on one hand, the IoT security has
invisible effect, and is less attractive when financial figure is the most significant measure, hence
industries do not have much interest in paying for the IoT security services, and the government has
also been very careful in investigating to this field. On the other hand, many IoT security techniques

need to have the feature of being lightweight, such techniques are far from being mature, and hence
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the application of IoT security techniques to IoT applications has been very limited.

With the development of IoT techniques and IoT industries, network security events will inevitably
affect the IoT application systems. IoT security events may have more serious social effect than
traditional network security events. For example, in October of 2006, the US east coast experienced a
large scale DDoS attack, where a large number of IoT devices are involved in the attack, which waken
many manufactures of IoT devices who used to have a fluke mind of mot having IoT security problems
so soon. The security event warns the IoT device manufactures that, painful price may have to be
paid if the hackers’ attack is underestimated.

In 2017, the “Network Security Law” has been put into effect, which indicates that China has
come into the era when the networks are managed according to the law. In 2019, China has lunched
the “Cryptography Law” which will take effect from 1st, January of 2020. These two laws provide
strong policy support to the applications of cryptographic techniques in this networked word, and will
further foster new policies, industry investigation, technology development, and applications.

In such a background, it is our owner to organize such a special column of “Security Techniques in
Internet of Things” for the Journal of Cryptologic Research, aiming at collecting recent research results
in the field of IoT security from relevant researchers, hence to attract more researcher pay attention
to the IoT security. This special column includes 4 papers, they are introduced as follows:

The paper titled “A survey on authentication protocol for Internet of Things” introduces the back-
ground and some recent research progress of authentication protocols of Internet of things. The paper
analyzes the differences between Internet of things authentication protocols and traditional computer
network authentication protocols, summarizes the techniques and theoretical methods commonly used
in IoT authentication protocols. It introduces some most recent research results of Internet of things
authentication protocols from three aspects: authentication protocols between a user and an IoT de-
vice, between an IoT device and a server, and between [oT devices. Some future research directions
are also discussed.

The paper titled “Research on trader identity management scheme based on Augur” studies the
application of Augur’s identity management techniques in blockchain applications, explores some po-
tential risks of the identity management techniques in blockchain applications, and proposes a security
solution based on reputation assessment for Augur’s identity management scheme. The proposed
scheme selects 6 credit indicators and 3 credit calculation methods to provide a credibility basis for
traders to choose effective market and other Augur trading activities.

The paper titled “A PUF-based ultra-lightweight ownership transfer protocol for low-cost RFID
tags” proposes an ultra-lightweight ownership transfer protocol for low-cost RFID tags based on the
techniques of physically uncloneable functions (PUFs). The proposed protocol aims at various security
and privacy issues such as data integrity destruction, physical cloning attacks, and desynchronization
attacks in the RFID tag ownership transfer protocols. In the proposed protocol, the current owner
and the new owner of an RFID tag can communicate directly to complete the ownership transfer, and
does not need to rely on a trusted third party. The proposed protocol achieves mutual authentication
between the current owner of the tag and the tag before the completion of the ownership transfer, and
the mutual authentication between the new owner of the tag and the tag after the completion of the
ownership transfer. Formal security analysis shows that the proposed protocol can ensure the security
of interactive information and data privacy in the process of communication.

The paper titled “A primary study on the OT security of IOT” introduces the concept of opera-
tional security (OT security for short), discusses the necessity of OT security in IoT systems apart from
information security (known as IT security). The OT security is a security technique in the process of

converting information into physical actions, where the purpose of security protection is different from
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that of traditional information systems. The paper points out some essential differences between the

OT security and the traditional IT security. Some possible research topics about the OT security for

IOT are listed.

The above mentioned papers in this special column of IoT security techniques include one survey
paper, two papers about security protocol design, and one paper about further discussion of new
concepts. For the new and active field of IoT security, these papers are far from being sufficiently
representing the current research status in China. Nevertheless, it is hopped that this special column

of the JCR can attract more researchers to pay attention to the field of IoT security, hence to promote

the advances of IoT security research, and the industrial applications of IoT security techniques.
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