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To prosper the research of cryptology theory and application, promote the design and implemen-
tation of cryptographic algorithms, and encourage the growth of cryptographic talents, the Chinese
Association for Cryptologic Research (CACR) held the National Cryptographic Algorithm Design Com-
petition. Through formality review, 22 block ciphers are qualified to enter the first round evaluation.
On September 27, 2019, the CACR published 10 ciphers, namely, uBlock, Ballet, FESH, TANGRAM,
ANT, NBC, FBC, SMBA, Raindrop, and SPRING, for second round evaluation.

To promote the security evaluations and optimized implementations of block ciphers, this special
issue of “Block Cipher” is organized and these 10 ciphers are included.

The framework of uBlock is SP structure. The nonlinear layer is constitute of 4-bit S-boxes.
Feistel structure is used in the construction of optimal binary diffusion layer. uBlock adapts to various
software and hardware implementations. It can be efficiently implemented by using SSE, AVX2,
and NEON instruction sets, and the hardware implementation is simple and effective. The structure
of Ballet is a variant of 4-branch Lai-Massey structure. Three basic operations, namely, Addition,
Rotation, and XOR, are used in the round transformation. Ballet inherits the advantages of ARX
ciphers and is suitable for software implementation. FESH and TANGRAM adopt SP structure. Both
round transformations take advantage of bit-slice technique, and both nonlinear layers use 4-bit S-
boxes. The linear layer of FESH is 4-round iterations of 4-branch generalized Feistel structure, which
combines cyclic shift, and exclusive or operations to achieve both better diffusion and implementation
performance. The linear layer of TANGRAM uses selective bit-wise cyclic shift, and has advantages
in implementation in resource constrained environment. Framework of ANT is Feistel structure. The
round function has only three basic operations: bit and, cyclic shift and exclusive or. The ANT round
function is similar to round function of SIMON, but with more operands. Framework of NBC and FBC
are extended generalized Feistel structure. NBC adopts 16-bit round function, which is constructed by
16-series nonlinear feedback shift register. Round function of FBC uses 4-bit S-boxes as the nonlinear
layer, and the linear layer is composed of cyclic shift and exclusive or operations. SMBA is of Feistel-SP
structure. The nonlinear layer makes use of two 8-bit S-boxes, and the linear layer is designed based

on Lai-Massey structure. Three operations, S-box, MixRow, and bit-wise cyclic shift, are used in the
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round function of Raindrop. Raindrop shares similarity with nonlinear layer of SHA3 by using 3, 5, 7,
9-bit S-boxes. Raindrop has the advantage of low latency. SPRING is a cipher of SP structure. 32-bit
S-boxes, which are designed based on nonlinear feedback shift register of ring series structure, act as
the nonlinear layer. The diffusion layer adopts byte-wise involutional transformation.

Classify the 10 block ciphers entered the second round evaluation from structure, uBlock, FESH,
TANGRAM, and SPRING are four ciphers of SP structure; ANT, SMBA, and Raindrop are three
ciphers of Feistel structure; NBC and FBC are two ciphers of extended generalized Feistel structure;
Ballet adopts a variant of Lai-Massey structure. Eight ciphers make use of S-boxes. uBlock, FESH,
TANGRAM, and FBC choose 4-bit S-boxes. SMBA chooses 8-bit S-box. NBC and SPRING choose
16-bit and 32-bit large S-boxes respectively. Raindrop chooses S-box of odd size. In terms of design
features, uBlock and ANT are designed based on instruction set; FESH and TANGRAM take advantage
of bit-slice technique; Ballet is a classical ARX cipher; SPRING and NBC build the nonlinear layer
based on nonlinear feedback shift register; uBlock, TANGRAM, and SMBA have considered the cost
of side channel protection.

Current evaluation results have shown the security of these 10 ciphers against classical crypt-
analysis methods of block cipher. Due to the limited time, evaluation of security against related-key
cryptanalysis, security of ARX ciphers, implementation security, and some other problems are not
thorough enough. In addition, further optimization of the implementation performances of these 10
ciphers in various platforms are expected. This special issue is expected to play an important role in
attracting more domestic experts and scholars to participate in the security analysis and implemen-
tation performance optimization of candidate block ciphers of the competition, and to promote the

development, standardization, and application of cryptographic algorithms in China.
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