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Abstract: Privacy-preserving evaluation of geometric position relation between points and polygons
is a useful and practical tool in secure multiparty geometric evaluations. However, existing proto-
cols only support the determination between points and concave-polygons. In this work, a privacy-
preserving determining relation protocol between points and arbitrary polygons is proposed, which
employs the conversion technique of points and polygons into a parity decision problem in which a ray,
i.e., starting from the point and going in any fixed direction, intersects the edges of the corresponding
polygon. First, a streamlined and efficient cross-product protocol is constructed, which employs the
coding technique of dividing the plaintext space into two disjoint subspaces, so that it supports the
mapping space from positive and negative coordinates to the plaintext space. Based on the proposed
cross-product protocol and homomorphic encryption scheme, a privacy-preserving determining rela-
tionship between points and polygon positions is designed, which can calculate the intersection point
between the ray and the polygon. Compared with the known results, the proposed protocol supports
the determination of convex polygons and implements the determination of concave polygons. Simu-
lation experiments show that relating to the existing cross product protocol, the operating efficiency
of the proposed cross product protocol improves by 67.5%. By avoiding to use complex cryptographic
primitives, the proposed scheme achieves linear computational complexity and communication over-
head.

Key words: secure multi-party computation; cross-product protocol; point and concave-polygon;
homomorphic encryption
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Figure 2 Example of a point outside a polygon Figure 3 Example of a point inside a polygon
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BN H,y o = o7 (05, 7i05) = 92 (b PIRR), FTEL Gy 55 Cog AATIK S, M* Al M ORI 5,
i S1 5 viewy ARTIX ).

FIEREALEE So RS py MIHE ZHWPATIERE. WGBS S FENLER pips, HH o (27, 97),
p5 (a3,y3) 13 L
H, rr = 92 (P0, PiP3) = g1 (pé,p’lpé) (21)
PGS So AT A PK,, HEATUITRINE#RAE:
Cpé = (EnCPK,,6 (yé) ,EncPK% (—:ré)) ,EncPK% (—yé) ,EncPK% (:176)) (22)
FIIEREAAS So EEERENLEL »* (r* £ 0,1), TE:

« e
M*=C".C¥ .5t - Oy 'EnCPKp/U (r")

= Encpk " (x )yl Encpk o, (T — xf))yg ~Enc1>Kp6 (T - yé)zf ~EncPKP6 (yé)zS -EncPK% (r)
= Encer, (zoyi + (T = 20)yz + (T = yo)21 + 23y0 +77)
W* = Encpk _, (z1y5)
Po
K" = Encpx " (T(yz + 1) +z3y1 +77)
H, (oror = Sgn (DeCSK , (M) + Decsic,, (K*) — Decsic,, (W*)) (23)
(PEPEEY

AR, AT H|
SQ (p()7p/1p/2) = {p67cp67M*7W*,K*7H}7 VieWQ (p67p/1p/2) = {p670p67M7VV7K7H} (24)
WA Hy,y oror = 95 (00, P1P3) = 01 (pé,p’lp’z), FrbA M* R M AR X 5y, W* WO RA[IX 4y, K

Bl K RAX5, # So 5 views FATX4).
SRR W AR R AL AR 2 4
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5.2.2 Wisli g A rEiE

iz TR, Alice A Bob $4T5EMHXER, Alice 78RR B LA 14 po 15 A1 Bob 76 Rk
W CHE 2 P S BER T, Alice fI Bob JAIHE & po 5230 P aﬁffaxﬂﬁae%:. i
% 4 ] wuﬁm&m ERN f (po, P) = f1 (00, P) = f2 (po, P), ' f1 (po, P) FHAIT
iﬁ(E)ﬁ Alice BFIHILER, f2 (po, P) FmBITHEE Bob 8511045 B, MBI S5 Bl Bob HUTH
WO R, BN Ss BENLEN — A pb 56 f5 (95, P) = f2 (po, P) = f (po, P). KIRLAEL pp’ F
L P E@ﬁmmwﬁau)\mﬁwua, BE P REATS S EL pp ALERRES R HRE R o
M4 BB Toon » B Doposs TIIEREE pTpT,, A1 ps AT, BRIR £5 (05, P).

S3 (pS,P) = {P7 R*alérossaf; (pévp)}v views (p07P) = {P7 R7]Cross 7f(p07P)} (25)

BT £ (p5, P) = f2(po, P) = f(po, P), FTILA R 5 R* NAX5, Icross 5 Ifvoss ANATIXAY,
views (po, P) 5 S5 (ps, P) AATIX 4.

[FEEXT Alice tH7] DLMIEREILAS Sy WEH views (po, P) 5 Sa (ph, P) AFX . IR IEBA i #2150 BA 3
WARIE T X NG B2 4

6 PERESTHT

6.1 hisllMEES AR

12402 4 22 7 VS CPE S 10 S B DK 2R T SO B 20 BRI S AR ARl N R T AN S T
st o R Sk [14] S G AT AT . A T T AGR, A M S Tones Taces Tonate B Tpow
FOR 1 UCBEHRAE . 1 VORBHRAE . 1 RE SRS SR 1 YOBREE S (R 1],

AT 1 B BT 7 ORI 3 KRB . 3 K SCRIGIEER 4 KTEIEEL, MIT
1 TSI TTone + 3Tace + 3Tt + 4Tpou-

BT 1 U] T 7 AR AR H, o RS SHON 7 Paillier MECK
REA 27, B Hy (o MHARRK BT T 7 KB, FiLl H/&, 7 WK AT LR B, 347
1 muﬂﬁﬁﬁgmu*ﬂm 7.(27) = 147.

SCik (4] P 2 FREE R 0 AR T T A 5 BRI B, 7E T PR SR [14)
JIT BGN [FRIEIRIZS, H 8047 2 UM MERIZSE, DRI AR SO Hh 1 B UE TS 7 AR TSk 4]
SRHENL. 9 T UESX— AT AR, AT TS0, SKIGFREEN Windows 7 64 SiR(E A%, W
4 G. Intel(R) Pentium(R) CPU G3220 @ 3.00 GHz, 2:F JPBC B9 fypeim %, seseminl 7 ohixflo
AT, TERUD I FR TR A1 20 T AV FE RO I FE — 9 160 bit, SE3HcR ik ] ik

£ 1 it e s 09 5 AR ($42: ms)

Table 1 Experimental data of computation performance comparison of Protocol 1 (ms)

HE MEEE Tene  BERE Toee BRBEH Thow EXRE Tmue NEMEER SR E]
s 0.668 63 0. 570 65 1.260 35 1.386 25 - 10.567 917
ik (4] 2.714 03 2.381 08 0.621 1535 0.063 5648 4.505 8532 32.436 56

R S 7 MR U A SR 1 B s T A AR Tk 1) SR OB R,
ik [20] £ R R A 40 Hede B, Sk (L) AR A e A SR BMN, Sk (R0 AR B R MR A LB, S
Wk [22] 16 AR A P e . B sl HeHo S, wvxﬂﬁmmwaﬁﬁﬁﬁ%mww BT A T
PTG, TR
6.2 thiuBitaesn

st o os T a2 P RIS n LRSI P 5 HES pop! MR
SHHE T Cross | < n. TEBIRIER T, BT 1 R IBUL B BT 1+ [ Teross | VCMS], PRI 357 20
FBAESLZEN O (n + [cross|) = O(n). STHR [L1] 32t B2 Pl B35V T SR BRI 75 73 3 45
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WA R BAE RN OT?, FLH5 52 Z4 B B AZ S 4 FEHE A O(nlogn). Wil A T Bl 253k i 1
RREEAL 730, WG T R AR S R RO G, BRI T 23 R L T S 3R s L.
ik (11, 13,20 2o R T 2k oA BTN, 3 BRI O ORE I T 2 i s 0B ki
e et P .

% 2 iy s

Table 2 Performance analysis of Protocol E

RR FHRHMZBHHE FTROZBERHE BEERE HEERE

ixfl R £ O(n) O(n)
S (L] 7 2 O(nlogn) O(nlogn)
Sk ] 7 2 o(n?) O(n?)
Sk [od) i 2 O(nlogn) O(n)
SCHR [Eh = = O(nlogn) O(nlogn)
ik [29) @ 2 o(n?) O(n?)

FA R I R SRR 2 TR R RHIE 108, BA BRI U S Aoz o i) 75 35— S A
SR FIRB, RS R R RBAR BT BAR R RIS, RSO SRR 502 (10 4 5 A0 7] 25
I SR T RN RS B R R AE WX, ARG AT SR A T A R SRR 2 LR B R
FIHE AT R — 2 RIS S 2T AR R B A AR A E 11 R, feJm e il T R R AL RS
MR SRR BT RRFIETT SR, AT R 2 T2l s BE  pAS22 5 3 1) — 2 ) 22 42 T L]
THE R, AR I S =GRS 245 53 DGR R R [ B A R AL CR 7 B LA 5 1) LA A 1
BB IT.
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