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construction of a rational secret sharing scheme while ignoring the scheme efficiency issues. The
number of communication round of a rational secret sharing scheme is the main factor that influence
the efficiency of the scheme. In order to achieve the equilibrium, most of the existing schemes have
unknown number of communication rounds, i.e., rational participants do not know whether the current
round is test round or the true secret round. This method has high communication complexity and
low efficiency, and to a certain extent can add additional communication expense. According to the
above problem, based on the incomplete information dynamic game model, and study on the perfect
Bayesian equilibrium problem of threshold rational secret sharing scheme, by using bilinear pairings
on elliptic curve random function, this paper designs a knowledge commitment scheme. The scheme is
verifiable, it can test the distributor and the participants’ cheating. “Homogeneous grouping” makes
rational participants as a group for the unit to communicate, which can reduce the communication
complexity of the scheme, and enables the construction of two-round rational secret sharing scheme.
Analysis shows that this scheme has the verifiability, can achieve the perfect bayesian equilibrium of
reconstructing secret game. The scheme is compared with existing typical schemes with respect to
complexity, types of communication and premise assumption, it is shown that the scheme satisfies the

security requirements and is more efficient.

Key words: rational secret sharing; bilinear pairings; game theory; perfect bayesian equilibrium
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FhE I AR AR S 2 1) H B T /0 3, RMIEZ &L I vHE R SEAS. SRR LT R T
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AT RS _F3 ] B 9 RS B AL LT B W SR IR e e B e vt — AN RR VR 7T 5, %7
SR R AR U R0 % P AN BRGRL ME 20K, S 53 T A AR (B S0 UE PR 0 B A k. K, IR 2
HERM, T DU, TS 5 E RUNAT I RAE & RS, SRS 5FH N, wHiti
PERRE L7 S0 DU B e AL RUH <3y 50002 SRR, AEFA I Bok B S 53 0 =, IR R
PREAR BT NPT, AT IE IRIA & 0 K — R I ) AL 50 TR B BOM A T B, A HH P e
(t,n) BPERAVEILEITR. BRJE, SOUA RO MR BV RL 3 07 BT HY, 2D RSO R T AT
JE AR RN, AP ) A R, D AR R .

2 &R

ARG AR L P G RO T 20 R AR S .
2.1 Wk MRSt

EX 1 % Gy M Ge 53 HNINEIEIABEMFEIGIAHE, H |G1| = |Ge| = p, g ABF G1 WG, W
SR T A

1) RN ST Py, P € Gy Bl a,b e ZF, H e(Pf, PY) = e(Pr, P)™.

2) JEBIIE: R P, P € Gy, 153 e(Py, P2) # 1.

3) FITHEAE: XHMERER Pr, P € Gy, AR BEET I (P, P2).

TFRBRE e : G1 x G1 — G2 AXENEWS .

EX 2 WMt Diffie-Hellman i@ (BDHP): 7E (G1,G2,e) H, & (P,aP,bP,cP), X TEEMN
a,b,c € Z7, it e(p,p)** € Goa.

BDH fi%: 73K % BDH [ L, AFE PPT HEA A w] Zms 5.

2.2 HFIRHEXHIR

R FINAS HE RN, IS 5H B2 URRNNA GR R NIT Hir. X TR 2=
W &, R BB, Bk, AR ZA R, Hk, BEBE DO ANERHE, Z5F Wik
AR TR R E RO R . B 5EFMERICN N = {P, P, P}, 0o RS 5H
P, RIUIKERE, 0 = (01,02, -+ ,00) Bx n NS EEMEKAHAE, 0o = (01, ,0i-1,0i41,+ ,0n)
KRBT S5 P AAEKBIFRNSE, ST HEEHE o = (01,02, ,00) F o = (o1,0h,-+ ,00),
(0,0-4) = (o1, ,0i-1,0" 0041, ,0n) RARZSEHH P, WKIEN o, HihZ 5EF HBRKRHE
o_i = (01, ,0i—1,0i+1, "+ ,0n) PATTII. 0 = (01,002, ,0n) FRPHHEEE, WA LT BFR
0

1) H#Z5% P, IEHIHHEE s, W o; = 1;

2) HE5% P, WA ERFE s, W o; = 0.

EX 3 FHER) uilo) BRUBS5EHERASE o PATHN S5 P, MRHEE. w(o) £
RN o BB 5#H P, MH, id3 5% P THBIEIERRE, W u(o) =1, W wi(o) = 0. X T4
HZER o Ml o TF, S 5E WA R ECE W~ Rk

1) 0; > 05 = ui(0) > ui(0);

2) 0; = o0; H 3, y0; <3 5cn 05 = ui(o) > ui(o) .

THEXZ5% P, fS0H R SUE:

1) ui(o) =UT #xs 54 P, H3H%, KRS 55 EH R

2) ui(o) = U BRI 5% P, #5210,
3) wi(o) = U~ FRPTH S 5E L BAH [ RIME;
4) ui(0) = U™~ ¥z 5% P KANRIWE, ARZ5HGIWE.

EX 4 (H2F) T ={N,S,u} Rl =Jud, h N = {P, P, ,P.} RnSHENER,
S ={S1,82,---,Sn} FRFEEEN, u={ur,uz, - ,un} FRUHER.
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EX 5 (EAEGERYEAMI) Ey BRI G 7, H25% P e P R T, e . N ERAGR,
Ho T AZ5H P, BN, WK G s E By RS, iS55 RRITEhZ FHe
FE T HoAth 2 5538 SR B 45 A7 1 4

EX 6 (FEFEINMBIGH) Bl S R p,(S; p) FRIETESE W44 4 B SRISE & RS (S;p) W
2 1)-4):

1) hERIEHE S, WTFAEMN P e P Ml I € L, P TEHFTARIT S ERES p(L) € AL).

2) REELIMIEHSSE P, MEREE L c L, MEE p(L) X, KEEEREA (S;p) &M I FFiE
BIgh 3516 .

3) DU FI SRR H A S Wi TEATMIMR ARG RE LIMES R L e, £25% P %
MRS A S SEIIEMEZRIE B, TRAMRE It M w845 1 p(L) € A(L).

4) TR R AT BB L T IS 55 RIS A S veE TR AR g2 RELRES.

3 ETWEMMHME M AEMNELZELR

ASCHRGR I T R NETIHUE: 757 BT RS, HESEE G WMEATN, W RRES —NATF
PAESTE, G HAIBRTT R, 5T BDH BRIk, FIFH XM FIIR R UE 77 28 R0 B BIOn B0 8 % v 7T 3830 (1)
HPERR IR R, AR R R FE T BURIAL S S A B B, B AR R E EEA B RS A L R M BOR A
FFETEL.

3.1 FERISEAMERRS

¥ oo MBS 555N 3 AH, HHCN A = {A,As, -+ A}, B = {B1,Ba,--- ,By}, C =
{C1,Cy,---,C}, HF, a4+ b+c=n, BE5EHUMANEMITERE BRNETENS5H KM,
HHANMZEANS EHERMME., KMEA T = Ta x Tp x To, L, A HAS 55 KBS0 N
Ta = {A" AYY, B AN 550N T = {B"}, C NS 5EIM SN Te = {C"}, h F£
RBHFMBAE 47 1, d RS E5HEMEBR B 1, WA, RN Ta, Tp M Te FHIBERS
i 04~ 05 F1 Oc 73500:

0" = Pr(A"|B),0% = Pr(A%B),s.t.0% + 0% =1

0% = Pr(B"|C) = 1,64 = Pr(BYC) =0

0t = Pr(C"|A) = 1,0% = Pr(C%A) =0
A,B,C ZHNIMZ5FEMNTANEE NN Ma = {C,D,quit,}, Mp = {C,quitg}, Mc =
{C,quite}, A AP 5HM—ANAHMEA S Sa € Sa = {(s1,83)n, (52, 83)a}, B 41B5H MG

sp € Sp = {(s1,83)}, C ASHEM— MK sc € Sc = {(s1,53)}, HH s1 € {C}, 52 € {D},s3 €
{quit 4, quitz }.
FEPRMERL B 3L 07 BRI R AT H BRI DOH-Er ), A HS 58 ESRRT B A 557314
G IR A A
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B Az 5&FMEERKT C S 5HITHMES LMMES 10
v:Te = A(Mg),s.t.y(C) + B(quity) =1
C BZH5ZNEERILT A A 5ETNES EBFR0:

an,aq:Ta = A(Ma),s.t.an(C) + an(D) + ar(quit)a =1
aq(C) + aa(D) + aq(quitg) =1
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3.2 RGEH

AIHIIER (t,n) BEMERR LS Roh, TR 1 < t < 14+ n/3(BNMSE5EHEESE MW, R
Wi E 2 W AR A —HB 55K n/3 MYE), iILHESEEN D, n NENSE5HENEEN
N ={P, Py, P}, ®REFLE n NS H5HMILZWFEN s € Z;.
3.3 ARk

1) R 4> I B

Stepl 7} K& D XENE s SLhtiAkiE:Co = C(s) = e(sP, P+ Q),s € Z;.

Step2 73K # D BEHLIEFE t—1 IRZ TR f(x) = Y2 asa?, B so = s,05 € Z5(5 = 1,2, -+, t—1),
HEIFATTH C; =Cla;)(j=1,2,--- ,t —1).

Step3 /W EE D HH s, = f(i) HEBEASEL P, P, WEIREMH s, Ja T LIRYE

C(si) = f[ ci’ (1)

IO UE A2 0 B0 IE RV
#7 (1) Az, W Py U B A2 IR, SRR, 53] ¢ Mp#iS, AT H Lagrange
i E 2 DU E AR 25 0w
S:H(Si' H ij) mod ¢ (2)

N . T 7
i€EB jEB\{i}

FFMM Co RIGUETE M I AR s I IERHTE:
Co = e(sP, P+ Q) = e(P, P)’e(P, Q)" ®3)

¥ on MEMSE5ESN 3 AU, HAEN A = {A1,A2,--- A}, B = {B1,B2,--- ,By}, C =
{C1,Ca, -+, C}, H a+b+c=n, A BENLESEE —RZ 0K B ORI O 805 70 8 — 4L 75
% (sh, SHh) (i = 1,2,- -+ a), AT B BRI 7 RAS 1R U, [RIEHE B SRR 340 BR 5 A
(s5,88)(i=1,2,---,b),(s5,88)(i = 1,2,--- , ¢), HATTAT AR BRI T- P25 (17K %

2) b E AR B

a. THFERIE

Round 1

Stepl A 4T AN B 4G AT L PR ).

Step2 B HMAFIFH A HAA AFFHAEIAEFR] ) IEMYE, RS, Yl T —5,
TN, RS E5FH A 2R E, 0K A BIERER, ERSITRAR 0 — 1 NTEBRN B

Step3 B ALATA MR C AR AT I T 5.

Stepd C A AR B WA AFFIRIEIIERE) sf MIEFYE, GBS, PN~ —5,
BN, FHRZ 5 # B 2R, ECK B SRR, EIETRARN n— 1 4R B

Steps C' 4LATA R A 4R AT Y TR s3.

Step6 A ALELAFIH O A& 5 AT AR IES R o5 A EmYE, RS IEE, itk =
&, B, MERSEHTH C 2 YnE, U0 C SRR, EFETRE n— 1 NrABERKNE.

Round 2

BRI A KBS SRR, AR TR IR AN AN T, A AR
C W R AT siy, S5, C 4R R B 4R %58 MY THE sG, B 45 A
R R AN TR 5. FIRE, IR E AR R, EHUET 0 — 1 AT EERIMN B

b. AFFHE

Stepl A A H an(C) = Prp(Cl0%),an(D) = Prp(Cl0%), an(quity) = Pra(quity|0)
aqa(C) = Prp(C|0%), aa(D) = Prp(C|0%), aa(quit 5) = Prp(quit5|0%), HitSEIHIRIARA, 50 Bk
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W, # sk = C MAFFHE RAINHE 2, iR s = D, MATHBRIE T8, S0, 8 H L.
Step2 C AWM RIAFE] A HM G AFFHIHFHE o5 J5, TiE HIEMYE, R IER, W55 S5
0p = Prp(0%|C), WA B B TS, W 05 = Pr(0%|D), IR A HR AR KL T
R, WS HAZEME A 05 = Pr(03|D), Hrb 6% > 1/2.
Step3 [FZE, N R HIH By C PIALRL G 7 BIHRE DU 22 T AL SR 515 211050 TAE
R, B EMERR] ¢ D EUE T DARIE SRS R H 2 (68 2 T E A AR s.
TR A T REMLERE (WE 1), a9 BRATFMEG, BES 5% A 53 (s, sh), TR
b W H i 2 B E] O RSB so, AR ARG CARME R sa, THEIWE s R
12 5% B.,C1 A3 R s.

AR
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Figure 1 Three-group secret refactoring

4 HRERSH

AR AR S IO R ERR M . Ak, DU T AT
4.1 IEMHESH
TUE (1) ETIERTE.

SERR: s = f(i), B

C(s;) =e(s;iP,P+ Q)
=e(f(i)P,P+ Q)

t—1

=e() a;i’P,P+Q)

=0
e(aP,P+ Q) -e(a1P,P+ Q)" - e(a2P,P+ Q)" ---e(as—1P,P + Q)
= e(P,P)™ - e(P,Q)™ - (P, P)** - (P, Q)" - -- (P, P)=1"" " . (P, Q)"
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AR 77 B8 BB IE VIR B LR M 1, IR, AR R S R

S 5 HERBFE—ANR AP FREE, R LIR AL (1) 05250015 2 515
EHIEMME, SRS AT EET Lagrange {2 W, R HZ A FLF R, UILE 3R] ¢ DAF RUR 1A%
WEUE, FRFIA (2) SREMHEERE s. Bk, ASHEHHRR (t,n) BERFEILE T R IEFD.
4.2 REMSH

EIR 1 W TEREN s € ZF, o R FHFIFH B 08U N TGk W Rl 7 03T R C(s)
C(si).

SRR BRARHE D RREFH T RITIF C(s), WP s € 2 H &' # 5, %R O(s)) = C(s)
oz, Bl e(s"P, P+ Q) = e(sP, P+ Q).

AT ZSERER AL B G R— AP NRE ¢ WINEIEREE, W P,Q € Gy #E&IERIT, A
BrI8A . B P = ¢Q = o, 1 0 J9B G1 METE. e(s PP+ Q) =e(P,P+ Q)" =e(P,P+Q)° =
e(sP,P+Q), bk, ssP=sP. XA s#£ s, AP s’ =s+t,0<t<q, W §P—-sP=tP=0,5 P
PITA ¢ FIE, Bk s = s, IFBME S KE D REELL—Mor RITHRE C(s).

3, #MS5EH WG —F 7 3T HR&E C(s)).

RNEHE NHITE P,Q BB e FINLMEMR, Nk e(P, P) # e(P,Q); XN G2 LB
ot 50 1) A HE AR B, B ISR FH R B O(s), HIB i ESH e(P, P).e(P, Q) € Go, 1H2 BT HZ
HERREG, L, WAE 4 JEA 5] s. 3 H, Wil H BB C(s) = e(sP, P + Q) = e(P, sP + sQ) 13 5/&
TN AR AT RER. BRI A T 305 2 U U G0 R T T SR R B 1 B oK O

SI3E 1 Z 7 ERAIIEN, feF B LIS 53 M RIRVEIT . RIET 24 ¢t NMRE MR R
B, R0 ¢ DI EH TSk EA LSS, BB 1B A3 4 & 5 0 — Le 3R M 2 5 3% & W8 B — A
(t' < t,n) WEILEHTE

MERR:  — U7, %75 0T AR LR 1 0 R W B S 538 o AR AL B S S T L (1)
XIRUEAR B MR C(si) MIIEFATE. 70k B IERNAMH M AUED (1) XML, dEs 1 wH
FEANFTBER, PITUA, 73 R B ANBEIIR AR ). 5 — 7, ALV 2B IEBE S 55 P Z R AT 8. WR,
HES 5E MR TS, R, BES 58 2 (8 AT R0 ).

PUNRR S 73 KB R FERE ¢ — 1 IRE T, FrUlEARE B 2T f(x), — B3] ¢ DK (4,5:), B
WAAE] s FUEMEE, B9G22 D ¢ DT DARSE (2) sUHHERE] s = £(0). BT, AT
WIE S O

4.3 DMHEE S

EIP 2 AR, WIREERG (57, 8%) = ({(s1)n (s1)a}, {51} (0%, 05,05, ), o, B, ")) W2
5E56 DU W5, 24 ALY 0F > U~ /Ly, 0% >U~/L5,0% >U~ /(U™ — L3)/L;.

ERR: B ALERYES G H A RRALENE 51 A1 sa IO AIEENNC R A
EU(B",51) = 06 [ (s1)U + n(s3)U~] = 6¢ - Ly

EU(B" s3) =U"

i, % EU(B", s1) > EU(B", s3), 1 68 > U~ /L, It,B M-S 55 &k FAHE 5.

HARME T C AS5HMRMAEE, W 08 = 1. 25% B 2 X TR v, HAHE v (s1) +
Vi(s3) = 1,08 -~i(s1) + 08 -aj(ss) = 1, BULHEES 5HERME BE LHA G, WL 5T ER 1.

—Hifgz 1k, B AN E S 55 L BE BE Is, BER G RA—ME BHE LRI, MARE
0L > U~ /L,,B A 5& MMM EU(B, s3,G) < EU(B, s1,G), ik, B A3 5% BASWE L,
TR DUk 2.
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FEXHHENERESE s L, B 4IPS 5ERERE C A S 5EA I RIUOTEI5HE, 5
FIMEHIIG ~y, R4 B Ah 2 5FMES, 1R B AT 50— “i” Iz 5FES C RIUT
2 s1 BIREFRN pn, REATEN s2 BIBEFAN @, WIHRHATEN s3 BIBEEN 1 — pn — on, WA

* o Hh * — Ph
ap(s1) = n + on (ph,ah(53) Lih + on
FEARMAR M A B B4R, E0R 4 thifan 2.
FEAA8 0 > U™ /L3, 04 > U™ /(U™ — Ls)/Li, JH,L5 = an(s1))U — aa(s2)U™ " + [an(ss) —
aq(s3)]lU™, Ly = aa(s2)U™" + aa(ss)U™.
DRI, SRS A & 2R 02 B AL A 2 A I 2R ) 5 5 DL S0t . O

5 FRMEEXTLEE

AN PR 7 S S BRI LA SR (Y PR A L U AT VR REXT L. TR BT S S
M=ATrH R R AR EAERA AR T EEAT XL (AR 1),

% 1 MAestt

Table 1 Performance comparison

PR S Litg =i HBAHRA AP B
Halpern and Teague 1°! o(5 x a™?) [ T R {5 18 W BLR o KRB TR
Kol and Naor [°! o(1/8%) RIS 3% 1E TR BT 73 K R
AR (8] n RIS (5 HEHIBAT > KEL L
SECERA (n—=1)(n—-2) O VR A Y BT 2 KB R
E IS 2 RIS« AR E Y BT 2 R R

R 1, fERE R 7T, Halpern fl Teague 51, Kol A1 Naor 0 J5 1% 52 44 B 41 5 16 5 (11 5 %k
%, SR [8] MRS ARIE 5 5 5 B R % A ) R RS AN (n—1)(n—2), FH
T BT SR E RS, AT RN ERENCN 2, RRBRIK T BEI4E. AlERTH, 5
CHR [5,6,8,9] AL, AUF RFEMABEEE, B4 S8 T8 b ATy 2R . FERTR %,
SCHR (5] BERBE S R B IRAAELR, AT RAEK S BB BN TR0 R B AE AT )7 S8 T eivh 2 SE R PERR K.
6 R

Bee AR S P e 4 v U7 SR AR B @ A%, WURNMEXD R i S SR L T A, A SCAE Shamir
R LT R ARAE b, R e BE TR MR R T AR S R, R T A RE S 5 P SE
OFET DU RS T RS (¢, n) BRUERREE LT R, BT, X PTG 77 REEAT 20, AEARIE A1
TR E, A RO S T AR T RINPAT R, AT RRFIES EE SR, e %
Yo i BRI A 2 L =207 RN R R — BRI AU 1] .
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